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			Introduction and Methodology

			Attacks against journalists and other media actors constitute particularly serious violations of human rights because they target not only individuals, but deprive others of their right to receive information, thus restricting public debate, which is at the heart of pluralist democracy. In response to the alarming and unacceptable level of threats to journalists and media actors in Europe, and given the damaging effect on the functioning of democratic society, in April 2016, the Committee of Ministers of the Council of Europe adopted Recommendation CM/Rec(2016)4 on the protection of journalism and safety of journalists and other media actors (hereinafter – Recommendation CM/Rec(2016)4, the Recommendation).1 The Recommendation is the sole international instrument which provides exhaustive guidelines to member States to act in the areas of prevention, protection, prosecution, promotion of information, education and awareness rising with a view to ensuring the effective protection of journalism and safety of journalists and other media actors. 

			Notwithstanding this important standard, the situation in the area of safety of journalists unfortunately is further degrading. By the end of 2019, the Council of Europe’s Platform to promote the protection of journalism and safety of journalists (the Platform), had registered a total of 652 alerts, with year-on-year rises of incidents, with the exception of 2017. Overall, nearly half of all alerts were marked as ‘category 1’ covering the most severe and damaging violations of media freedom, such as murder and direct threats to life, physical assaults, the use of violence, prolonged arbitrary detention or imprisonment and arbitrary closure of a media outlet, with a total of 26 journalists killed in Council of Europe member States. The relentless targeting of journalists and other media actors demonstrates the urgent need for redoubled action for the prevention, protection and prosecution of such killings. 

			While the Council of Europe is continuously working on the implementation of Recommendation CM/Rec(2016)4 by supporting national authorities through cooperation assistance activities and by providing responses to challenges to media freedom and safety of journalists, a more strategic and systematic implementation of the Recommendation is required. The Council of Europe Steering Committee on Media and Information Society (CDMSI) has thus developed an Implementation strategy for Recommendation CM/Rec(2016)4 which foresees, as one of its key pillars, the present Implementation guide.

			This document aims to assist member States in the implementation of selected areas of the protection and prosecution pillars of the Guidelines contained in the Appendix to the Recommendation and to provide guidance to other stakeholders such as journalists and other media actors.2 As an ultimate outcome, the Guide is intended to support member States in devising, based on Council of Europe Recommendation CM/Rec2016(4) and existing practices of Council of Europe member States and other jurisdictions, dedicated national action plans on the safety of journalists, setting a comprehensive and effective programme of activity, with urgency-based priorities and adequate resources for their implementation.

			The priority areas have been identified in consultation with civil society and journalists’ associations through a questionnaire, taking into account the priorities set by various bodies/departments of the Council of Europe which work in the area of safety of journalists and the protection of journalism. 

			For each priority area identified in the Protection and Prosecution pillars of the Recommendation, the Implementation guide: 

			►Establishes indicators in order to generate baseline information against which progress in the implementation of the Recommendation can be assessed;

			►Provides background information, including references to the case-law of the European Court of Human Rights and to other sources; 

			►Highlights valuable practices in the area3 which have emerged so far, taking into account both the input of journalists and journalist associations, as well as the contributions of member States;4 

			►Makes suggestions to state authorities on possible ways to implement the Recommendation, including in cooperation with other relevant stakeholders; 

			►Offers a self-assessment tool for member States in the form of a questionnaire to help them review the state of implementation of the Recommendation in their respective jurisdictions (see Appendix). 

			

			
				
					1.	The European Court of Human Rights has repeatedly recognised that individuals, civil society organisations, whistle-blowers and academics, in addition to professional journalists and media, can all make valuable contributions to public debate, thereby playing a role similar or equivalent to that traditionally played by the institutionalised media and professional journalists.

				

				
					2.	The Guidelines provide guidance to member States on how to fulfil their obligation to effectively protect journalism, the safety of journalists and other media actors.

				

				
					3.	Valuable practices included in this Implementation guide do not purport to be complete, nor have their effects and functioning been tested or observed first-handedly by the Council of Europe Secretariat.

				

				
					4.	Member States’ valuable practices were communicated to the Secretariat of the Media and Internet Division of the Council of Europe through questionnaires in 2016 and in 2019.

				

			

		

	
		
			Analysis of selected areas of the Protection pillar of the Guidelines of Recommendation CM/Rec(2016)4 

			A. Early-warning, rapid response mechanisms and protection measures to ensure the safety of journalists (paragraphs 8-10 of the Guidelines)

			8. Legislation criminalising violence against journalists should be backed up by law enforcement machinery and redress mechanisms for victims (and their families) that are effective in practice. Clear and adequate provision should be made for effective injunctive and precautionary forms of interim protection for those who face threats of violence.

			9. State authorities have a duty to prevent or suppress offences against individuals when they know, or should have known, of the existence of a real and immediate risk to the life or physical integrity of these individuals from the criminal acts of a third party and to take measures within the scope of their powers which, judged reasonably, might be expected to avoid that risk. To achieve this, member States should take appropriate preventive operational measures, such as providing police protection, especially when it is requested by journalists or other media actors, or voluntary evacuation to a safe place. Those measures should be effective and timely and should be designed with consideration for gender-specific dangers faced by female journalists and other female media actors.

			10. Member States should encourage the establishment of, and support the operation of, early-warning and rapid-response mechanisms, such as hotlines, online platforms or 24-hour emergency contact points, by media organisations or civil society, to ensure that journalists and other media actors have immediate access to protective measures when they are threatened. If established and run by the State, such mechanisms should be subject to meaningful civil society oversight and guarantee protection for whistle-blowers and sources who wish to remain anonymous. Member States are urged to wholeheartedly support and co-operate with the Council of Europe’s platform to promote the protection of journalism and the safety of journalists and thereby help to strengthen the capacity of Council of Europe bodies to warn of and respond effectively to threats and violence against journalists and other media actors.

			a. Indicators

			
				
					
					
				
				
					
							
							Risks

						
							
							Measures to avert/remedy the risks

						
					

					
							
							Threats of violence 

						
							
							►Injunctive/precautionary forms of interim protection are in place.

							►Early-warning and rapid-response mechanisms such as hotlines or online platforms are available.

							►Effective cooperation with the Platform to promote the protection of journalism and the safety of journalists is organized and ensured.

							►Protection of life from real and immediate risk is ensured by means of:

							–effective and timely provision of police protection, with due regard for gender-specific dangers faced by female journalists and other media actors;

							–availability of schemes providing for relocation, safe houses or shelter;

							–putting in place comprehensive national protection mechanisms, where appropriate.

							►Financial support for safety trainings designed specifically for female journalists and female media actors is ensured.

							►Other measures aimed at protection are put in place as appropriate.

						
					

					
							
							Real and immediate risk to the life or physical integrity of journalists, whistle-blowers and other media actors

						
					

				
			

			b. Reference texts and other relevant sources

			Statistics 

			The Study “Journalists under pressure”5 highlights that out of 1,000 journalists and other news providers questioned for the study, over a third believe that there are no effective means by which they can report threats. Of those who had experienced unwarranted threats and interference,6 57% did not report it to the police and of those who did report it, 23% were not satisfied with the police’s response.7 Not being aware of any mechanisms in place was the main reason cited by journalists for not reporting experiences of unwarranted interference. Such lack of awareness was compounded by the fact that journalists lacked trust in the mechanisms that did exist and feared retaliation as a result. A lack of trust in the mechanisms was in some cases also due to unsuccessful attempts at reporting unwarranted interference in the past.8 

			Interim protection

			The objective of injunctive/precautionary forms of interim protection is to offer a fast legal remedy to protect journalists and other media actors from acts of violence, by prohibiting, restraining or prescribing certain behaviour of the perpetrator. Taking inspiration from Article 53 of the Council of Europe Convention on Preventing and Combating Violence against Women and Domestic Violence (hereinafter – the Istanbul Convention), for an injunctive and precautionary form of interim protection to be effective, it should offer immediate protection and be available without lengthy court proceedings or undue financial or administrative burdens on the victim. Furthermore, these orders should be issued on an ex parte basis with immediate effect and should be available irrespective of, or in addition to, other legal proceedings. Finally, effective, proportionate and dissuasive sanctions should be foreseen for any breach of such orders.

			Early warning/rapid response mechanisms 

			Hotlines (direct 24/7 telephone lines) are among the most common forms of early warning /rapid response mechanism that enables immediate, secure communication in cases of emergency. 

			Cooperation with the Council of Europe Platform to promote the protection of journalism and safety of journalists

			The Council of Europe’s Platform to Promote the Protection of Journalism and the Safety of Journalists (hereinafter – the Platform) is an early warning/rapid response mechanism, as well as a tool for enhancing the response capacity of Council of Europe bodies and for improving co-operation and co-ordination with other international organisations. The Platform allows its contributing partners (civil society and journalist associations) to post alerts, subject to their own verification processes and standards. When the circumstances permit, the Council of Europe and the member State which is directly referred to in the alert posted on the Platform, may post reports on action taken by their respective organs and institutions in response to that alert. The Platform also helps the Council of Europe to identify trends and propose adequate policy responses in the field of media freedom. 

			Protection of life from real and immediate risk

			Journalists and other media actors whose lives or physical integrity are at a real and immediate risk should have immediate access to law enforcement authorities (hereinafter – LEAs) and/or to a special protection/safety mechanisms.

			Effective and timely provision of police protection

			Article 2 of the Convention for the Protection of Human Rights and Fundamental Freedoms (hereinafter - the Convention) protects the right to life and encompasses, among others, a positive obligation of the authorities to take steps to preserve life in case of an imminent risk. This positive obligation means that the state must take preventive operational measures to protect the life of individuals within its jurisdiction, when it knows or ought to have known that there is a real and immediate risk to the life of an individual or individuals due the criminal acts of a third party. 

			In assessing the authorities’ knowledge of any such risk to life, the European Court of Human Rights (hereinafter – ECHR, the Court) may take into account the extent to which bodies of the state, such as prosecutors, should have been aware of the vulnerable position of journalists vis-à-vis those in power (e.g., because of the elevated number of deaths or bodily injuries suffered by journalists in that country). For instance, in Dink v Turkey9 the Court found that the security forces could be considered to have been informed of the intense hostility towards Mr Dink from extreme nationalists because of his newspaper articles on Turkish-Armenian relations and of a real and imminent threat of his assassination, but have failed to take reasonable measures to protect his life.10 Accordingly, it found a violation of Articles 2 and 10 of the Convention. 

			Appropriate preventive operational measures would encompass an individual risk assessment to identify specific protection needs, police protection and/or voluntary evacuation to a safe place. Protection programmes run by the police should go hand-in-hand with a speedy investigation of the threats received/acts of violence perpetrated. They should be conceived as temporary measures to ensure journalists’ and other media actors’ physical safety during the time needed to bring the perpetrators to justice via court proceedings.

			In line with Principle 17 of Recommendation CM/Rec(2016)4, systematic, gender-sensitive approach is required also in relation to preventive operational measures to prevent and combat these specific dangers, such as gender-based threats, (sexual) aggression and violence. In this connection, Article 19 of the Istanbul Convention requires that victims be provided with information on the different types of support services and legal measures available in cases of violence against women. This includes information on where to get what type of help, provided in a timely manner, meaning at a time when it is useful for the victims. 

			Schemes providing for relocation, safe houses or shelter

			Journalists’ organisations and other NGOs have developed a range of schemes for relocation of journalists and other media actors and their family members facing real and immediate risk to shelters and other safe locations. Mostly funded by journalists for journalists, these schemes importantly complement protection measures offered by state.

			Comprehensive national protection mechanisms 

			As concerns the set-up of a specialised safety/protection mechanism for journalists and other media actors, this has proved to be effective only where the problem of attacks or threats has reached a certain degree of seriousness.11 The worsening of the media environment in many Council of Europe member States, as exemplified by the staggering increase of killings and violence registered on the Platform, would warrant that many member States consider the possibility of establishing such mechanism. 

			c. Valuable practices and initiatives which provide guidance in this area

			Early warning/rapid response mechanisms

			■The International Committee of the Red Cross (ICRC) hotline for journalists on dangerous assignments,12 the Press SOS hotline of Reporters Without Borders (RSF)13 and the press freedom hotline of the Committee to Protect Journalists (CPJ)14 are among time-tested early warning/rapid response mechanisms. 

			■The European Centre for Press and Media Freedom (ECPMF), in partnership with the European Federation of Journalists (EFJ), created in March 2016 an Alarm Centre for Female Journalists Under Threat.15 

			■In the Netherlands, a hotline enabling journalists to report acts of aggression and violence has been set up.

			■In Bosnia and Herzegovina, the Free Media Helpline is run under the auspices of the BH Journalists Association.16 

			■In Sweden, under the national Action Plan on Defending free speech,17 a national helpline and local victim support centres for individuals who are exposed to threats and hatred in connection with their participation in public debate are being set up. 

			■In Armenia, the Committee to Protect Freedom of Expression has set up a 24/7 hotline to report cases of violence against journalists. When calls are received, a fast response group goes on the site of the incident, assesses the situation and takes necessary measures. 

			■In Pakistan, Worth cyber-harassment helpline for journalists has been launched, which aims to provide legal advice, digital security support, psychological counselling and a referral system to victims.

			■In Western Balkans countries, the Regional Platform for advocating media freedom and journalists’ safety (a network of journalist associations and media trade unions) has established a regional System of Early Warning and Prevention (SEWP), which also includes an Online Platform for Immediate Reporting of Attacks on Journalists and Violation of their Rights.18 

			■In Tunisia, with the technical and financial support of the UN OHCHR and UNESCO, a Monitoring Unit within the Syndicat National des Journalistes was established in 2017. It aims to: provide journalist victims with legal advice and assistance; engage the national human rights institutions (NHRIs) and inform the OHCHR in case of serious violations; develop a national database on violations of journalists’ safety; prepare and publish monthly reports on the safety of journalists; develop safety of journalists’ indicators.19

			Cooperation with the Council of Europe Platform to promote the protection of journalism and safety of journalists

			■In France, inter-ministerial informal coordination has been organised to speedily deal with Platform alerts. The Permanent Representation of France to the Council of Europe transmits an alert to the Ministry for European and International affairs (MEAE), which identifies the Ministry competent to deal with it. Within each Ministry, a focal point is designated to respond to such alerts. Within a short delay upon receipt, the focal point transmits the response to the alert back to the MEAE, which in its turn transmits it to the Permanent Representation to the Council of Europe, and then to the Platform. 

			Protection of life from real and immediate risk

			Effective and timely provision of police protection

			■British LEAs have responded to the Court’s judgment Osman v. the UK20 by putting in place a procedure for thorough risk assessment that must be carried out if an initial assessment of a report points to the existence of a real and immediate threat to a victim.21 

			■In Italy, within the Ministry of Interior, a Central Bureau of Inter-Forces for Personal Security (UCIS) has been created to ensure that appropriate measures are implemented to secure protection to those who are exposed to potential or actual danger due to their profession or for other reasons (including journalists and other media actors investigating organised crime who face threats of violence).22 

			■EU Directive 2012/29 on “Establishing minimum standards on the rights, support and protection of victims of crime” provides under its Article 22 for a procedure for assessment of individual risk and identifying special protection needs.23

			■In Sweden, the police authority’s crime victim and personal security division (BOPS), which is responsible for providing support to victims, maintains contact with those responsible for security at media houses in the respective regions. BOPS can offer personal protection to those who are threatened and collaborates with other parts of the police when victim support or personal protection is needed. When a democracy violation is reported, the police meets with the person who has made the report. If the threat is considered to be serious, police protection may be provided.

			Schemes providing for relocation, safe houses or shelter

			■The IFJ’s International Safety Fund (set up in 1992), funded by journalists for journalists, provides timely financial assistance for, among others, emergency travel and accommodation to journalists and their family members at risk. 

			■The IFJ provides safe houses in the West and some parts of East Africa and Latin America. IFJ’s safe houses are run by reliable members/affiliates which are not informed of the identity of the person staying in the safe house and the persons at risk can stay for a period from three to six months.

			■In Sweden, in 2010 and 2011 the FOJO Media Institute opened a safe house to give shelter to journalists who are under severe and acute threat related to their profession. Journalists can stay there for a limited three-month period.24 

			■The International Cities of Refuge Network (ICORN) is an independent organisation of cities and regions offering shelter to those at imminent risk of persecution/under threat as a direct consequence of their creative activities, including journalists. ICORN member cities: arrange for the relocation to/reception in the city; facilitate the acquisition of a legal status; provide the person at risk and his/her family with an appropriate dwelling; provide an appropriate scholarship/grant for his/her period of stay; help with integration in the local community, both socially and artistically; appoint a City of Refuge coordinator to provide support with legal and practical matters.

			■The ECPMF provides journalists who are in danger with temporary accommodation and an allowance for their needs.

			Comprehensive national protection mechanisms 

			■Colombia’s Protection Programme for Journalists and Social Communicators established in 2000, notwithstanding some flaws, has been identified by many as representing a best practice example for protection mechanisms. Its key actor is the National Unit for Protection (UNP), which implements and monitors the physical measures of protection.25

			Once the UNP receives a complaint directly from the journalist or through civil society/LEAs, it receives input from three basic structures: 

			►The Technical Corps for Information Collecting and Analysis (CTRAI) – an inter-institutional group consisting of members of the UNP and the national police. CTRAI verifies the information it receives and uses a “risk assessment matrix” (weighing threat, risk and vulnerability) to determine a risk assessment score for the journalist; 

			►The Preliminary Assessment Group - which reviews information from CTRAI on individual cases, establishes the level of risk and makes recommendations; and 

			►The Committee for Risk Assessment and Recommendation of Measures (CERREM) – decides on the allocation of protection measures (including the provision of mobile phones, bulletproof vehicles, emergency evacuation and transfers). Civil society can object to the measures.26 

			■In Italy, within the Ministry of Interior, a Coordination centre on the monitoring, analysis and permanent exchange of information on the intimidation of journalists was set up in 2017. In addition to the Minister of Interior who chairs this body, the Coordination Centre includes the head of the police, a high representative of public security, the Secretary General and the President of the National Federation of the Italian Press and high representatives of the national journalist association, with the possible participation of other experts and representatives of civil society. 

			■The Coordination centre aims to formulate proposals/strategies on how to prevent and counteract intimidation and violence against journalists, including by adopting specific protection measures. The Centre has set up a dedicated Secretariat with operational capacity, serving as the main gateway between journalists and law enforcement/public security officials. It monitors and analyses data provided by the prefects and the local units of the police on attacks and intimidation of journalists and identifies preventive strategies and specific protective measures to the Coordination Centre. The Coordination centre has decided to convene meetings every trimester. 

			■In Mexico, a Federal Protection Mechanism of Human Rights Defenders and Journalists has been set up and a position of a Special Prosecutor for Crimes against Freedom of Expression (FEADLE) has been created. The protection programme provides journalists and activists deemed to be at risk with safe houses, police protection, or a panic button to call for help. However, it lacks funding and personnel to respond in a timely and effective manner to the urgent requests it receives.27 

			■In Nepal, a new mechanism is under development to address the need for protection and to combat impunity. The Nepal’s National Human Rights Commission (NHRC), an independent and autonomous constitutional body with a mandate to investigate human rights abuses, will administer the mechanism. Representatives of the Federation of Nepalese Journalists, the Nepal Bar Association and the NGOs Federation will be part of the system, including participation in its oversight committee and response teams. The mechanism is intended to implement both proactive and reactive measures to prevent attacks and violence against those exercising their right to free expression and to ensure the prosecution of suspects and justice for the victims.28

			Other measures aimed at protection

			■In Sweden, in the context of the Action Plan on “Defending free speech – measures to protect journalists, elected representatives and artists from exposure to threats and hatred”29 the Government has:

			►Commissioned the Swedish Crime Victim Compensation and Support Authority to produce a training and information resource on support for journalists (as well as politicians and artists) who are exposed to threats and hatred. The resource is intended for government agencies and organisations that need better tools to support these categories of victims, but also for private individuals who are exposed to threats and hatred in the public debate. 

			►Commissioned Linnæus University to build a knowledge centre and a service offering advice and support to journalists and editorial offices, including freelancers, small offices and smaller production companies. 

			d. Suggestions for implementation

			Interim protection

			■Ensure that injunctive/precautionary forms of interim protection provide fast legal remedies to protect journalists and other media actors from acts of violence, by prohibiting, restraining or prescribing certain behaviour of the perpetrator. Injunctive and precautionary forms of interim protection should offer immediate protection and be available without lengthy court proceedings or undue financial or administrative burden on the victim. They should be issued on an ex parte basis with immediate effect and should be available irrespective of, or in addition to, other legal proceedings. Effective, proportionate and dissuasive sanctions should be foreseen for any breach of such orders.

			Early warning/rapid response mechanisms

			■Set up and/or encourage the set-up of 24/7 hotlines or 24-hour emergency contact points providing advice to journalists facing threats. If run by the state, meaningful civil society oversight and confidentiality or anonymity of the victim should be ensured. 

			■In addition to hotlines or emergency contact points, other early warning and rapid response mechanisms should be set-up with a view to giving visibility to threats to/attacks on journalists and other media actors, ensuring public awareness and dissuading potential perpetrators. Such early warning/rapid response mechanisms could take inspiration from the Council of Europe Platform to promote the protection of journalism and safety of journalists. 

			Cooperation with the Council of Europe Platform to promote the protection of journalism and safety of journalists

			■At a minimum, states should ensure prompt and substantive responses to Platform alerts that concern them. 

			■To this end, identifying clear contact points responsible for ensuring swift and quality responses to alerts and developing a clear coordination mechanism among all relevant state authorities is highly desirable. 

			Protection of life from real and immediate risk 

			Effective and timely provision of police protection

			■Ensure timely access to law enforcement authorities encompassing an individual risk assessment to identify specific protection needs. Upon receipt of a threat report, LEAs should systematically carry out assessment of the imminence of the risk, the seriousness of the situation and the risk of repeated violence, in order to manage the risk, devise a security plan and provide when needed protection to journalists and other media actors.

			■Adequate information on available types of help and organisations providing such help should be given to the victim in a timely manner. This could include, for example, providing not just the name of a support service organisation, but handing out a leaflet that contains its contact details, opening hours and information on the exact services it offers.30 

			Comprehensive national protection mechanisms

			■Where it is warranted, set-up at the national level a protection/safety mechanism with capacity to provide physical protection to journalists at risk, with the participation of both LEAs and members of civil society and the media. It should serve especially journalists working on high risk matters such as corruption and organised crime and cover cases of attacks and attempted attacks, as well as credible threats. The mechanism should be autonomous, function in a transparent manner and have a dedicated budget and sufficient funding to function effectively. The mechanism should also be backed by policy and legislation in order to be resilient to changes in the political agenda. It should analyse and adapt to the evolution of the risks present in the country and must be present and active in rural areas. The protection/safety mechanism, should in particular:

			►Upon receipt of a threats report from journalists, provide for systematic assessment of the imminence of the risk, the seriousness of the situation and of the risk of repeated violence, in order to manage the risk, devise a security plan and provide when needed protection to journalists and other media actors.

			►Ensure that victims are provided with information about different types of support services and legal measures available to them (including non-judicial avenues of redress), enabling them to take fully informed decisions.

			►Where the need for protection has been found, provide for supply of material measures of protection, including mobile telephones and bulletproof vests, as well as establishment of safe havens and emergency evacuation or relocation to safe parts of the country or other countries through a protection programme and police protection.31 Arrangements to ensure the individual’s livelihood and appropriate medical and psychological care should also be ensured.

			►Include an exit strategy elaborating when support to journalist should cease.

			■Develop and implement measures for building trust in the mechanism by journalists and by all the stakeholders involved in each other, as a precondition for its effective functioning.  

			■The set-up of a protection mechanism must go hand in hand with prevention and enhanced measures for investigation and prosecution of attacks. To this end, member States may identify existing structures or programmes within government institutions that protect other at-risk sectors of society and extend their mandate to cover the safety of journalists and other media actors.32 

			Other measures aimed at protection

			■Set up safety funds supported by private donations to fund the costs of relocation to safety. 

			■If police protection is provided, ensure that relevant personnel is trained in human rights standards. Where possible, special units should be tasked.

			■Provide financial support for safety trainings designed specifically for female journalists and female media actors.

			B. Training on the protection of journalists (paragraph 12 of the Guidelines)

			12. Member States are urged to develop protocols and training programmes for all State authorities who are responsible for fulfilling State obligations concerning the protection of journalists and other media actors. Those protocols should be adapted to the nature and mandate of the State agency personnel in question, for example, judges, prosecutors, police officers, military personnel, prison wardens, immigration officials and other State authorities, as appropriate. The protocols and training programmes should be used to ensure that the personnel of all State agencies are fully aware of the relevant State obligations under international human rights law and humanitarian law and the actual implications of those obligations for each agency. The protocols and training programmes should be informed by an appreciation of the important role played by journalists and other media actors in a democratic society and of gender-specific issues.

			a. Indicators

			
				
					
					
				
				
					
							
							Risks

						
							
							Measures to avert/remedy the risks

						
					

					
							
							State authorities responsible for tasks concerning the protection of journalists and other media actors are not duly informed about of their relevant human rights obligations and the specificities of the media sector.

						
							
							►Training for judges, prosecutors, LEAs is provided on a regular basis and encompasses, among others, their obligations under international human rights and humanitarian law, the important role played by journalists and other media actors in a democratic society, specific aspects of investigating attacks on journalists and of examination of such cases by courts, special protection needs of journalists and other media actors, including gender-specific issues.

							►NHRIs and journalists’ associations are involved, where appropriate, in the development of training programmes and in the provision of training to judges, prosecutors, LEAs.

						
					

				
			

			b. Reference texts and other relevant sources

			Aim of the training

			In the context of the UN Plan of Action on the Safety of Journalists and the Issue of Impunity,33 training of law enforcement, judicial and other public officials ­responsible for fulfilling state obligations concerning the protection of journalists and other media actors has been identified as one of the key actions34 to strengthen the implementation of the Plan and as one of the national indicators to measure progress in the implementation. The aim of such training is to raise awareness of relevant authorities on the scale and urgency of the problem, change their outlook and significantly improve the nature and quality of the support provided to victims. Training should be adapted to the mandate of public officials and reflect both regional standards (notably, Council of Europe standards and in particular Recommendation CM/Rec(2016)4),35 and other international human rights standards.36

			Training programmes for state authorities and agents

			Principle 16 of Recommendation CM/Rec(2016)4 stresses that in the course of their work, journalists and other media actors often face specific risks and discrimination on different grounds (gender, gender identity, sexual orientation, race, colour, language, religion, political or other opinion, etc). Moreover, the pursuit of particular stories and coverage of certain sensitive issues37 can also expose journalists and other media actors to threats, attacks, abuse and harassment by state and/or non-state actors (including terrorist or criminal groups). These vulnerabilities should be taken into account when affording preventive or protective measures, at the investigation phase and also when devising specific protocols and training programmes for state agents. The protocols and training programmes for law enforcement agencies, for instance, should stress that investigations opened in cases of violence/threats against a journalist must take into due account evidence showing a link to the journalist’s professional activities. More generally, training of relevant state agents should take into account the important role played by journalists and other media actors in a democratic society in line with the Court’s jurisprudence38 and gender-specific issues. 

			Gender-specific risk factors

			In her Communiqué on the growing safety threat to female journalists online, the former OSCE Representative on Freedom of the Media, Ms Dunja Mijatović, has highlighted the growing number of reports of female journalists and bloggers being attacked on social media.39 Reports show that two thirds of women journalists suffer gender-based online attacks and that female journalists and television news presenters receive about three times as much online abuse as their male counterparts.40 In a survey conducted among 597 women journalists and media workers by Trollbusters and the International Women’s Media Foundation, 90% of respondents indicated that online threats had increased over the past five years.41 

			Online attacks present themselves in the form of sexual harassment and intimidation and even threats of rape and sexual violence and target women journalists because they are women. An International Federation of Journalists’ Survey42 showed that while half of such cases have been reported, the harasser was identified or brought to justice in only 13% of the cases. Accordingly, the former OSCE Representative on Freedom of the Media has called for better training for law enforcement officials in order to improve their understanding of how to investigate threats and other criminal offenses that take place online (and are gendered), highlighting that threats and harassment online that amount to criminal offenses must be prosecuted and treated like offline offenses. Training and guidance should also emphasise that threats to life and physical integrity, including rape threats, should be prioritised for prosecution.43 

			Off-line, women journalists are significantly more likely than men to experience sexual harassment and/or sexual violence as shown by the Study “Journalists Under Pressure”. Article 15 of the Istanbul Convention requires parties to the Convention to provide/strengthen training for those professionals (including public authorities) who deal with victims of violence against women44 on the prevention and detection of such violence, equality between women and men, the needs and rights of victims, as well as how to prevent secondary victimisation. 

			c. Valuable practices and initiatives which provide guidance in this area

			Training programmes for state authorities and agents

			■In Sweden, the police authority has launched on-line training for police officers who receive reports, in order to increase their ability to deal with hate crimes and crimes against democracy. In addition, the Uppsala University has been commissioned to develop a five-days specialist course for police officers who work on hate crimes and crimes against democracy addressing: freedom of speech, freedom of the press and the fundamental rights and freedoms of journalists, opinion leaders and politicians; how police officers can gain and secure trust among vulnerable groups and individuals; how to improve the investigation of hate crimes and crimes against democracy and stem impunity.

			■Through the UNESCO MOOC programme, training on “The International Legal Framework of Freedom of Expression, Access to Information and Protection of Journalists” has been provided to over 3,000 judges and judicial-sector operators in Latin America.45 

			■In France, the rights of the press and the respect of journalistic sources is covered both by initial training, as well as by continuous training of judges.

			■In Ukraine, a number of training sessions for LEAs, prosecutors and judges have been organised in the course of 2017 and 2018, including in the context of Council of Europe sponsored events on the rights of journalists, related changes in the criminal and criminal procedural law, the investigation of crimes committed against journalists.

			Involvement of NHRIs and journalists’ associations 

			■In the Netherlands, in July 2018 an agreement was reached between the national police, the public prosecutor’s office, the Dutch Association of Journalists (NVJ) and the Dutch Society of Chief Editors to counter threats and violence against journalists. Its aim is to improve awareness raising among law enforcement services on the issue of safety of journalists and to offer training and concrete guidelines for law enforcement to better respond to threats against the media. As a result of this agreement, the police and the public prosecutor have committed to give priority to incidents concerning journalists. 

			■In Serbia, an agreement on “Cooperation and measures to increase the level of safety of journalists” was signed by the Prosecutor’s office, the Ministry of Interior and journalists and media associations in December 2016. It encompasses training for journalists, media owners, prosecution and law enforcement officials in order to improve their knowledge on the protection of journalists, including international standards.

			d. Suggestions for implementation 

			Training programmes for state authorities and agents

			■The training for police officers, prosecutors, judges and other relevant state authorities and agents should be informed by the case-law of the ECHR and Council of Europe’s standards, in particular by Recommendation CM/Rec(2016)4. Specific attention should be given to:

			►raising awareness about the important “public watchdog” role played by journalists and other media actors in a democratic society;

			►the role played by journalists and other media actors in a democratic society by covering public demonstrations, reporting from conflict zones and in times of crisis, including in the state of emergency and ways to prevent any hindrance to such coverage (see Section II (D) of this Implementation Guide);

			►the right of journalists and other media actors not to reveal their confidential sources of information and the necessary procedural safeguards (see Section II (C) of this Implementation Guide);

			►the fact that in the course of their work, journalists and other media actors often face specific risks and discrimination on different grounds and that the pursuit of particular stories can also expose them to threats, attacks, abuse and harassment by state and/or non-state actors, including terrorist or criminal groups (see Sections II(A) and II (E) of this Implementation Guide). 

			►the prevention and detection of violence against women, equality between women and men, the needs and rights of victims, as well as how to prevent secondary victimisation; 

			►the need to ensure timely access to law enforcement authorities when there is a serious risk/threat of violence/attack against journalists and other media actors, the provision of information on the assistance, support, protection and compensation that victims can obtain as of their first contact with LEAs and the need to issue injunctive/precautionary forms of interim protection when warranted (see Section II(A) of this Implementation Guide);

			►the characteristics of an effective investigation, the need to consider any possible link between the crime and the journalist’s professional activities, gender-related issues and a possible link between racist attitudes and the act of violence, the need to exercise restraint in resorting to criminal proceedings/criminal sanctions for press offences, even when territorial integrity/national security are invoked (see Section III (A) of this Implementation Guide); 

			►the need to counter discriminatory or arbitrary application of defamation legislation, to prevent abuse of the judicial process and relevant measures, including best practices and to prevent forum shopping in defamation cases (see Section II (C) of this Implementation Guide);

			►improving LEAs’ understanding of how to investigate threats and other criminal offenses that take place online, including those that are gendered. Training should highlight that online threats and harassment that amount to criminal offenses must be prosecuted and treated like offline offenses. Threats to life and physical integrity, including rape threats, should be prioritised for prosecution. 

			Involvement of NHRIs and journalists’ associations 

			■States should explore the potential of cooperation with NHRIs in training judges and prosecutors in order to avoid arbitrary application of restrictive legislation vis-à-vis journalists and other media actors.

			C. Discriminatory or arbitrary application of legislation or sanctions to silence journalists and other media actors (paragraph 13 of the Guidelines)

			13. Member States must exercise vigilance to ensure that legislation and sanctions are not applied in a discriminatory or arbitrary fashion against journalists and other media actors. They should also take the necessary legislative and/or other measures to prevent the frivolous, vexatious or malicious use of the law and legal process to intimidate and silence journalists and other media actors.

			a. Indicators

			
				
					
					
				
				
					
							
							Risks

						
							
							Measures to avert/remedy the risks

						
					

				
				
					
							
							Legislation and sanctions are applied in a discriminatory or arbitrary manner against journalists and other media actors.

						
							
							►Review of defamation, anti-terrorism, national security, public order, hate speech, blasphemy and memory laws is carried out to ensure that definitions, key terms and concepts are defined with sufficient precision to avoid abuse and that safeguards for the exercise of freedom of expression are in place.

							►Adherence to the principle of proportionality in applying such laws and sanctions is ensured and due restraint in resorting to criminal proceedings/criminal sanctions for press offences is exercised. 

							►Adequate procedural safeguards and effective remedies against abuse of these laws are in place.

							►Review of defamation legislation is carried out to ensure that:

							–it does not provide for excessive, disproportionate sanctions and damages awards; 

							–in line with the ECHR case-law, prison sentences may only be envisaged for exceptional situations, notably where other fundamental rights have been seriously impaired;

							–there is no increased protection for public figures from public scrutiny or criticism;

							–heads of state/monarchs are not conferred special protection vis-à-vis the right to report and express opinions about them;

							–it provides for freedom of expression safeguards that conform to European and international human rights standards, including the availability of truth/public-interest/fair comment defences;

							–fast-track or low-cost measures and a range of civil remedies as alternatives to damages, such as apologies or correction orders, are available;

							–it promotes extra-judicial bodies, such as press councils, to provide a proportionate response to defamation.

							►Training of judges in order to avoid arbitrary application of restrictive legislation is provided.

						
					

					
							
							Frivolous, malicious or vexatious use of law and legal process to intimidate and silence journalists and other media actors.

						
							
							►Legislative and/or other measures to prevent abuse of the judicial process are carried out, in particular:

							–measures to prevent forum shopping in defamation cases;

							–introducing anti-SLAPP legislation;

							–making available legal aid schemes to journalists in order to ensure that they have a reasonable opportunity to present their cases;

							–providing training for judges in order to prevent and curb frivolous, malicious or vexatious use of law and legal process.

						
					

				
			

			b. Reference texts and other relevant sources

			Statistics

			Misuse, abuse or threatened use of different types of legislation to prevent contributions to public debate, including defamation, anti-terrorism, national security, public order, hate speech, blasphemy and memory laws are unfortunately among common means of intimidating and silencing journalists and other media actors reporting on matters of public interest. According to the Council of Europe study “Journalists under Pressure”,46 23% of interviewed journalists claimed to have experienced “judicial intimidation” or “judicial harassment” in the form of arrest, investigation, threat of prosecution or actual prosecution under a number of laws, including defamation laws, public order laws, anti-terrorism and national security laws. Additionally, certain legal provisions can themselves give rise to a chilling effect on freedom of expression and public debate.

			General measures to counter discriminatory or arbitrary application of legislation or sanctions to silence journalists and other media actors 

			Legislation often used to restrict freedom of expression includes, among others, public order, anti-terrorism, national security, hate speech, blasphemy and memory laws.

			In line with the Court’s well-established case law, any restrictive measure must be prescribed by law, pursue at least one of the legitimate aims under Article 10(2) of the Convention and it must pass the proportionality test (the interference must be necessary in a democratic society and the measure(s) applied must be proportionate to the aim(s) pursued). In assessing the proportionality, domestic courts must assess all the circumstances of the case on a case-by-case basis, taking into account, among others, the context of the publication, the existence of public interest and the severity of the sanction. 

			Restraint in resorting to criminal proceedings

			The Court has called for restraint in resorting to criminal proceedings, even when the protection of territorial integrity or national security or the prevention of crime or disorder are invoked, in cases where the publication at issue does not incite to violence47 or instigate ethnic or other form of hatred (see, for instance, the Incal group of cases).48 Criticism of governments and publication of information regarded by a country’s leaders as endangering national interests should not attract criminal charges for particularly serious offences such as belonging to or assisting a terrorist organisation, attempting to overthrow the government or the constitutional order or disseminating terrorist propaganda. This equally applies in the state of emergency.49 

			In order to prevent misuse/abuse of public order, anti-terrorism and national security laws to silence critical voices and unnecessary or disproportionate interference with freedom of expression, offences under these laws should be clearly defined and should not be over-broad.50 In order to stem abuse/misuse of law, provisions should also be accessible to the person concerned, their consequences foreseeable and their compatibility with the rule of law ensured.51 Furthermore, adequate procedural safeguards and effective remedies against abuse must be provided. 

			Protection of journalistic sources

			The Court has repeatedly stressed that the protection of journalistic sources is one of the cornerstones of freedom of the press. Without such protection, sources may be deterred from assisting the press in informing the public about matters of public interest and as a result the vital public-watchdog role of the press may be undermined, and the ability of the press to provide accurate and reliable information may be adversely affected.52 Misuse of public order laws, anti-terrorism and national security laws to access journalistic sources, either through surveillance measures or by compelling disclosure (or both, as in Telegraaf Media Nederland Landelijke Media B.V. and Others v. the Netherlands),53 is a common example of interference in this sphere. 

			Disclosure orders placed on journalists have a detrimental impact not only on their sources, whose identity may be revealed, but also on the newspaper against which the order is directed, whose reputation may be negatively affected in the eyes of future potential sources. The detrimental impact further extends to the public who have an interest in receiving information imparted through anonymous sources and who are also potential sources themselves. Having regard to the crucial role of press freedom in a democratic society and the potential chilling effect of a disclosure order, such a measure cannot be compatible with Article 10 of the Convention unless it is justified by an overriding requirement in the public interest.54

			Regarding surveillance measures, in Big Brother Watch and Others v. the United Kingdom55 the Court found that while the operation of a bulk interception regime does not in itself violate the Convention, insufficient oversight of the selection process of surveillance subjects and a lack of adequate safeguards concerning the selection of communications data for examination do not satisfy the “quality of law requirement” and hence were in violation of Article 8. It further held that Article 10 was violated due to missing safeguards for journalistic sources in the operation of the bulk interception regime, and insufficient safeguards in the case of obtaining communications data from Communication Service Providers. According to established case law, searches of confidential journalistic material should be carried out only on the basis of a court order and in compliance with other substantive procedural safeguards, e.g. be subject to review by an independent and impartial body to prevent unnecessary access to information capable of disclosing the sources’ identity.

			Measures to counter discriminatory or arbitrary application of defamation legislation 

			Among the journalists interviewed for the study “Journalists Under Pressure” who had experienced judicial intimidation, the most common intimidation was reported under defamation laws. 

			Preventing award of disproportionate damages in civil actions

			Law and practice allowing for excessive or disproportionate damages in civil actions have been found to produce a chilling effect on freedom of expression and on public debate. 

			In Tolstoy Miloslavsky v. the United Kingdom, the Court held that “under the Convention, an award of damages for defamation must bear a reasonable relationship of proportionality to the injury to reputation suffered” and found a violation of Article 10 having regard to the size of the award of damages, “in conjunction with the lack of adequate and effective safeguards against a disproportionately large award”. 56 In Independent Newspapers (Ireland) Limited v. Ireland, the Court found that unreasonably high damages for defamation claims can have a chilling effect on freedom of expression, therefore there must be adequate domestic safeguards so as to avoid disproportionate awards being granted.57

			The Parliamentary Assembly of the Council of Europe (PACE) in its Resolution 1577(2007) “Towards decriminalisation of defamation” condemned abusive recourse to unreasonably large awards of damages and interest in defamation cases and, echoing the Court’s case law, pointed out that this may lead to a violation of Article 10 of the Convention. 

			The availability of a range of civil remedies as alternatives to damages, such as apologies or correction orders, can help provide a proportionate response to defamation and can enable a person’s reputation to be vindicated more promptly. The role of extra-judicial bodies, such as press councils, can also play a valuable role in achieving proportionality and timeliness, as has been noted by the Court.58 

			Abolishment of criminal sanctions for defamation

			A chilling effect on freedom of expression can arise not only from any sanction, disproportionate or not, but also from the fear of sanction, even in the event of acquittal. Principle 34 of the Recommendation CM/Rec (2016)4 highlights that criminal sanctions have a greater chilling effect than civil sanctions. While the Court does not completely rule out the possibility of criminal sanctions for defamation, it attaches great importance to the nature of the sanction imposed in considering the proportionality of interference.59 

			Fear of imprisonment inevitably has chilling effect on the exercise of journalistic freedom of expression. In Mahmudov and Agazade v. Azerbaijan,60 the Court stated that investigative journalists would be inhibited from reporting on matters of general interest if they run the risk of being sentenced to imprisonment for defamation. Recalling the Parliamentary Assembly’s Resolution 1577(2007) “Towards decriminalisation of defamation”, the Court has repeatedly urged member States whose legislation still provides for prison sentences for defamation, even if they are not actually imposed, to abolish them without delay.61 A prison sentence for a press offence will be compatible with journalists’ freedom of expression as guaranteed by Article 10 of the Convention only in exceptional circumstances, notably where other fundamental rights have been seriously impaired, as, for example, in the case of hate speech or incitement to violence.62 

			Removing enhanced protection for public figures from criticism and public scrutiny

			Defamation laws that are overly protective of reputational interests may also have a chilling effect on freedom of expression. 

			In Lingens v. Austria the Court found that the “limits of acceptable criticism are wider as regards public or political figures than as regards a private individual. In a democratic society, the government’s actions must be subject to the close scrutiny not only of the legislative authorities but also of the press and public opinion”.63 As concerns heads of state, in Artun and Güvener v. Turkey, the Court ruled that a state’s interest in protecting the head of state “cannot justify conferring on him or her a privilege or special protection vis-à-vis the right to report and express opinions about him or her”.64 Principles related to criticism aimed at heads of state apply not only to republican heads of state but also to non-elected monarchs.65 

			In Resolution 1577(2007) “Towards decriminalisation of defamation” PACE called on Council of Europe member States to remove from their defamation legislation any increased protection for public figures, in accordance with the Court’s case law.

			Countering abuse of law and/or legal process in defamation cases

			Principle 36 of Recommendation CM/Rec(2016)4 warns that frivolous66, vexatious67 or malicious68 use of law and legal process, with high legal costs required to fight such lawsuits, can become a means of pressure and harassment of journalists and other media actors and create a chilling effect on freedom of expression. 

			One such example is forum shopping in defamation cases (also known as “libel tourism” 69), when the claimant acts with a malicious intent or abuses his/her right to access to court. This phenomenon has been identified by the Council of Europe Committee of Ministers as a major challenge to free expression, access to information and to media pluralism and diversity due to its chilling effect.70 In addition, it negatively impacts on other human rights, such as the right to a fair trial (Article 6) and the right to an effective remedy (Article 13).71

			Forum shopping is made possible by the differences between national defamation laws, conflict of law rules, rules on jurisdiction, rules on recognition and enforcement of foreign judgements and, more generally, by globalisation, given that content on the internet becomes instantly accessible in multiple jurisdictions. The Council of Europe Study on “Liability and jurisdictional issues in online defamation cases” identifies 15 good practices in Council of Europe member States to mitigate factors that are conducive to forum shopping in defamation cases.72 Rules and standards regarding criminal and civil liability in order to prevent “libel tourism” are also found in the Joint Declaration on freedom of expression and the internet.73

			Ensuring the principle of equality of arms is of crucial importance in tackling misuse and abuse of law and legal process. Procedural safeguards enabling defendants to effectively counter frivolous, vexations and malicious lawsuits may include truth, public-interest and/or fair comment defences.74 As harassment arising from abuse of law and legal process can prove particularly acute for journalists and other media actors who do not benefit from the same legal protection or financial and institutional backing as those offered by large media organisations, states are required to take appropriate measures to ensure that each side is afforded a reasonable opportunity to present his or her case.75 

			An additional response to such vexatious forms of litigation is anti-SLAPP76 legislation that provides remedies to the defendant to counter frivolous, vexatious or malicious lawsuits. Most commonly, it allows for bringing a motion to strike a case brought against him/her because it involves speech on a matter of public concern. The plaintiff then has the burden of showing a probability that they will prevail in the suit - meaning they must show that they have evidence that can result in a verdict in their favour.

			c. Valuable practices and initiatives which provide guidance in this area

			Measures to counter discriminatory or arbitrary application of defamation legislation

			Comprehensive legal reforms introducing different types on measures

			■In England and Whales, the 2013 Defamation Act aims to curb vexatious use of defamation lawsuits, notably by introducing a “serious harm threshold”. The Act provides that “a statement is not defamatory unless its publication has caused or is likely to cause serious harm to the reputation of the claimant”. This concept is intended “to raise the bar” as to what the courts will consider as a viable libel complaint. There is also potential for trivial cases to be struck out on the basis that they are in abuse of process because so little is at stake. In Jameel v. Dow Jones & Co it was established that there needs to be a real and substantial tort. The Act also targets “libel tourism” by tightening the test for claims involving those with little connection to England and Wales being brought before the courts. It also provides for a single-publication rule to prevent repeated claims against a publisher about the same material, meaning that the limitation period for a defamation action must be calculated only from the date of the first publication.

			■In Iceland, further to the Iceland’s Modern Media Initiative (IMMI), the Prime Minister has appointed a committee on legislative reform in the field of freedom of expression, media and information. The committee is tasked with reviewing and improving existing bills, including those on defamation, information law, hate speech, data storage, and the responsibility of host providers and evaluate which legislative changes may be desirable in the field of freedom of expression, media and information. The Committee has already finalised bills and/or amendments in order to, among others: remove criminal liability for defamation, replacing it with civil liability in the form of damages/compensation; introduce a number of defences to exclude liability in certain cases; remove increased protection for the reputation of public figures; impose stricter requirements for hate speech to be considered punishable; protect whistle-blowers; strengthen the right of the public to access information; protect journalists from defamation proceedings and shifting liability to the employer. 

			Removing enhanced protection for public figures from cri“ticism and public scrutiny

			■In Serbia, further to two judgments by the ECHR (Lepojić v. Serbia77 and Filipović v. Serbia78), the Supreme Court adopted in 2008 a legal opinion stating that criticism of public personalities is more acceptable than that of private persons. 

			Countering abuse of law and/or legal process in defamation cases

			■In the UK, the Government has issued a Guidance Note on Vexatious Litigants, explaining when a claim can be considered vexatious and describing possible civil, as well as criminal law remedies. 

			■Under French law, a defendant in defamation proceedings is provided with the truth-defence. Also, under the jurisprudence of the Court of Cassation, defendants in defamation cases can argue a legitimate aim pursued and general public interest of the publication, good faith, the absence of animosity or personal attack and the seriousness of the inquiry.

			■In the USA, an example of anti-SLAPP law is the State of Oregon’s anti-SLAPP statute. Under this statute, a defendant’s motion to dismiss the case is granted if the defendant meets the initial burden of making a prima facie showing that the claim arises out of a statement, document or conduct involving the exercise of the right of free speech in connection with a public issue or an issue of public interest. If this requirement is met, the burden shifts to the plaintiff who will need to demonstrate that there is a probability that he/she/it will prevail on the claim, by presenting substantial evidence to support a prima facie case. If the plaintiff meets this burden, the court shall deny the defendant’s motion.

			■In the EU, a proposal for a directive to counter vexatious lawsuits/SLAPP litigation has been presented by six members of Parliament, encompassing, among others: the possibility for investigative journalists and independent media to request that vexatious lawsuits in the EU be expediently dismissed and claim compensation; the establishment of punitive fines on firms pursuing these practices when recourse is made to jurisdictions outside the EU; the setting up of a SLAPP fund to support investigative journalists and independent media that choose to resist malicious attempts to silence them and to assist in the recovery of funds due to them; the setting-up of an EU register that names and shames firms that pursue these abusive practices.

			d. Suggestions for implementation

			General measures to counter discriminatory or arbitrary application of legislation or sanctions to silence journalists and other media actors

			■Review and elimination of overbroad definitions in defamation, anti-terrorism, national security, public order, hate speech, blasphemy and memory laws. To avoid abuse, key terms and concepts must be defined with sufficient precision.

			■Restraint, in line with the ECHR case-law, in resorting to criminal proceedings/criminal sanctions for press offences (under public order, anti-terrorism, national security and other laws), even when territorial integrity/national security are invoked. 

			■Putting in place adequate procedural safeguards and effective remedies against abuse of these laws. 

			Protection of journalist sources

			■Introduce safeguards for journalistic sources, such as the guarantee of review of disclosure decisions by an independent and impartial body to prevent unnecessary access to information capable of disclosing the sources’ identity. The review body must be in a position to weigh the potential risks and respective interests prior to any disclosure. Its decision should be governed by clear criteria, including whether less intrusive measures would suffice.

			Measures to counter discriminatory or arbitrary application of defamation legislation

			■Review of domestic defamation legislation to ensure that: 

			►awards of damages are not disproportionally large and there are adequate and effective domestic safeguards against too large awards; 

			►they do not, except for exceptional circumstances and in line with relevant ECHR case law, provide for prison sentences;

			►there is no increased protection for public figures. In particular, heads of state/monarchs are not conferred a privilege or special protection vis-à-vis the right to report and express opinions about him/her;

			►freedom of expression safeguards that conform to European and international human rights standards, including truth/public-interest/fair comment defences are provided either in the law or in judicial practice;

			►a range of civil remedies is available as an alternative to damages in appropriate cases, such as apologies or correction orders; fast-track or low-cost measures are available;

			►extra-judicial bodies, such as press councils, are promoted with a view to providing a proportionate response to defamation. 

			Countering abuse of law and/or legal process in defamation cases

			■Adoption of legislative and/or other measures to prevent, with due respect to the independence of justice, the abuse of the judicial process and to prevent “libel tourism”, in particular:

			►courts and tribunals should have jurisdiction over a case only if there is a strong connection between the case and the jurisdiction they belong to;

			►courts and tribunals should seek to identify and recognise foreign declaratory judgements that are aimed at preventing or stopping abuse of legal procedure or any other action by the claimant that could be qualified as forum shopping;

			►courts and tribunals should generally refuse, on the basis of the public order exception, to recognise or enforce foreign judgments that grant manifestly disproportionate damages awards that were rendered in breach of due process of law or as the result of an abuse of rights;

			►courts should consistently apply the res judicata exception when asked to recognise and enforce a foreign judgment that is irreconcilable with another decision from another state’s court on a case involving the same cause of action and between the same parties;

			►specific and reasonably short limitation periods for defamation actions should be set out clearly in national law;

			►a single publication rule should apply and determine the starting date of the limitation period for defamation cases;

			►courts and tribunals should lift limitation periods upon request by one of the parties, provided that objective and clearly defined conditions, as set out in relevant legislation, are met;

			►where the burden of proof is on the defendant, available defences should not impede the reversal of the onus of proof on the claimant or to make such reversal unreasonably difficult;

			►courts and tribunals should deliver judgments in absentia only when proper servicing of international proceedings is effectively guaranteed;

			►the amount of damages granted by court in defamation proceedings should be strictly proportionate to the harm suffered by the claimant;

			►punitive damages, where available under the member States’ legal framework, are only allowed if strict and clearly defined conditions are met;

			►appeals solely based on the amount of damages should be allowed;

			►courts should rely on the prohibition of abuse of rights to address the cases of manifest forum shopping;

			►where applicable, courts should scrutinise under the forum non conveniens doctrine the relevant factual elements of the case, while identifying the forum best placed to hear it;

			►the proximity (strong connections) principle should apply in determining the law applicable to a defamation case.

			■Development of anti-SLAPP legislation to allow defendants in defamation cases to bring a motion to strike a case brought against him/her because it involves speech on a matter of public concern. 

			■Introducing legal aid schemes for journalists in order to ensure that they have a reasonable opportunity to present their cases. 

			■Exploring NHRIs role in training judges and prosecutors in order to avoid arbitrary application of restrictive legislation vis-à-vis journalists and other media actors.

			D. Role of journalists and other media actors covering demonstrations and other events (paragraph 14 of the Guidelines).

			14. Member States should take into account the specific nature and democratic value of the role played by journalists and other media actors in particular contexts, such as in times of crisis, during election periods, at public demonstrations and in conflict zones. In these contexts, in particular, it is important for law enforcement authorities to respect the role of journalists and other media actors covering demonstrations and other events. Press or union cards, relevant accreditation and journalistic insignia should be accepted by State authorities as journalistic credentials, and where it is not possible for journalists or other media actors to produce professional documentation, every possible effort should be made by State authorities to ascertain their status. Dialogue between State authorities and journalists’ organisations is moreover encouraged in order to avoid friction or clashes between police and members of the media.

			a. Indicators

			
				
					
					
				
				
					
							
							Risks

						
							
							Measures to avert/remedy the risks

						
					

				
				
					
							
							Law enforcement authorities hinder the work of journalists and other media actors, in particular, during public demonstrations and other events.

						
							
							►Press or union cards, relevant accreditation and journalistic insignia are accepted by state authorities as journalistic credentials. Where professional documentation cannot be provided, every possible effort is made by state authorities to ascertain journalistic status.

							►Guidelines are issued to military and the police prohibiting harassment, intimidation or physical attacks on journalists.79 

							►Effective channels of communication exist between journalists’ organisations and security forces concerning coverage of street protests, demonstrations and public events.80

						
					

				
			

			b. Reference texts and other relevant sources

			Prevention of / hindrance to media coverage of demonstrations and other events

			In Pentikäinen v. Finland, the Court underlined the crucial role of the media in providing information on the authorities’ handling of public demonstrations and the containment of disorder. Stressing the “watchdog” function of the media, the court stated that any attempt to remove journalists from the scene of demonstrations must be subject to strict scrutiny. 

			According to the Court’s approach, any such situations should be seen in the light of the circumstances of every particular case. The elements to be taken into account by national courts include (a) whether the authorities had deliberately prevented or hindered the media from covering the demonstration/event in an attempt to conceal from the public gaze the actions of the police/other public bodies; (b) whether obeying the authorities’ orders would have completely prevented media representatives from performing their professional duties. The Court, nonetheless, also stated that journalists must obey lawful orders of the police and cannot claim immunity from criminal liability for the sole reason that the offence was committed during the performance of their journalistic functions.81

			In Selmani and others v. FYROM,82 a case concerning removal from the Parliament’s press gallery, the Court emphasised that the above findings apply even more so when journalists report on the behaviour of elected representatives in Parliament and on the manner in which authorities handle disorder that occur during parliamentary sessions.

			Given journalists’ crucial role in relaying information to the public and holding authorities to account, particularly in sensitive contexts, it is imperative that state authorities do not interfere with their coverage of events that have important implications for the functioning of democratic systems. It follows that journalists and other media actors are entitled to photograph/film demonstrations, including police handling of disorder and that their equipment must not be seized. 

			LEAs must be attentive to journalistic insignia and credentials. Moreover, a lack thereof should not be used as a pretext for undue restrictions on journalistic activities. Where journalists and other media actors are not able to produce documentation showing their status, the authorities should endeavour to verify it by other means, for instance, by consulting credible media organisations and journalists’ professional organisations that can confirm the journalist’s status. Coordinated training/dialogue between media and the police is important in order to understand each other’s responsibilities and constraints and therefore ensure trust and good working relationships.

			Protection of journalists from police violence 

			The former Council of Europe Commissioner of Human Rights Nils Muiznieks has highlighted that police violence against journalists, in particular when covering demonstrations, is among the most widespread threats to media freedom. For instance, in 2013 more than half of all the cases of injured journalists involved injury caused by the police.83 The 2018 Mapping of Media Freedom special report by Index of Censorship also highlights that members of law enforcement are accountable for more than half of the incidents against the media during protests reported in the first seven months of 2018 in Europe.84 This demonstrates an urgent need for improvements in police handling of media covering demonstrations. 

			The case of Najafli v. Azerbaijan85 concerned a journalist beaten by the police while covering an unauthorised demonstration. Although the journalist was not wearing a blue vest identifying him as a member of the press, he was wearing a journalistic badge and had repeatedly stated he was a journalist. The Court not only found a violation of Article 3 on the account of ill-treatment, but also a violation of Article 10 of the Convention. The Court stated that the use of excessive force to journalists while they are performing their professional duties, seriously hampers their exercise of the right to receive and impart information, irrespective of whether there had been any intention on the part of the police to interfere with journalistic activity.

			Principle 22 of the Recommendation CM/Rec (2016)4 contains detailed provisions regarding policing operations, including the policing of public demonstrations.

			c. Valuable practices and initiatives which provide guidance in this area

			Prevention of / hindrance to media coverage of demonstrations and other events

			■In the UK, the “Public Order Authorised Professional Practice” (APP) is used for all public order command and tactical advisor training. The APP is based on the premise that the public has the right to access information about police activity and that the media is central to making this happen. It contains guidance on public order communication, including sections on media relations, developing media plans and media engagement (e.g., facilitating access to a suitable viewing point and advice to staff). 

			A video highlighting the role and status of journalists, the possibility to advise them on where to report from and stressing “unsafe” areas has also been included in the public order training curriculum. 

			■In the Netherlands, the ‘Pocket book order and safety’ (Zakboek openbare orde en veiligheid) – a book containing advice for mayors and their staff – states that journalists should only be forbidden to enter dangerous areas in crisis situations if this complies with the principles of proportionality and subsidiarity. In the case of acute emergency situations, journalists should be enabled to enter these dangerous areas, where possible under (police) escort.86

			■France is also working on a training course for the police aimed at facilitating mutual understanding between journalists and the police and ensuring journalists’ safety during public demonstrations. 

			■In Ukraine, training involving nearly 150 police officers from different regions of the country has been organised and conducted, including on proper interaction of the police with the media in connection with public events.

			■In the UK, an agreement between several journalists’ unions and the country’s police forces has been entered into,87 providing guidelines that: 

			(a)	allow and assist the media to carry out their reporting responsibilities from the scene of incidents, provided that the media do not interfere with police activity; 

			(b)	recognise rights of members of the media in situations of potential frictions; 

			(c)	agree rules for the police on respecting press cards as forms of media identification.88 

			Protection of journalists from police violence

			■The Dutch Association of Journalists (NVJ) and Dutch national police have agreed to meet every three months to discuss collaboration between the press and the police, in particular in relation to incidents involving journalists during riots and the rights of journalists in public spaces. They have further agreed on the best courses of action to take during protests and other incidents. Under this agreement, journalists are advised to contact the operational commander of the police unit on site so that the police can be on the alert for possible incidents between journalists and protestors.89 

			Furthermore, in the context of the 2018 agreement between the national police, the public prosecutor’s office, the Dutch Association of Journalists (NVJ) and the Dutch Society of Chief Editors “to counter threats and violence against journalists”, journalists have agreed to systematically report any security-related incidents and file complaints with law enforcement authorities. 

			■In Sweden, Stockholm Police has established a development center which is responsible for offences that threaten human rights. It meets on a regular basis with organisations representing journalists (and also politicians and artists) to exchange experience and to improve operational collaboration. Furthermore, an industry association representing a number of large Swedish media organisations has set up a consultation forum between the heads of security of these organisations and police representatives working on crime victims and personal safety. Meetings in the past took place twice a year and can currently be convened at short notice, if necessary. 

			■During demonstrations and other public events France provides for a 24/7 police emergency line (SICOP) for journalists in difficulty.

			d. Suggestions for implementation

			Prevention of / hindrance to media coverage of demonstrations and other events

			■Where journalists and other media actors are not able to provide documentation showing their status, the authorities should endeavour to verify it by other means, for instance, by consulting credible media organisations and journalists’ professional organisations that can confirm that status.

			■Regular meetings and working groups should be organised gathering journalists, media actors, representatives of police forces and prosecutors. Meetings should also be organised ahead of major events such as elections, protests, big sports events, etc. 

			■As concerns demonstrations, it is advisable that: non-mandatory briefing with journalists takes place ahead of such events; a safe communication perimeter is established, where the media can be present and receive information from an advantageous location.90

			■LEAs and the media should designate focal points in order to ensure smooth communication.

			■Guidelines should be developed/agreed between police and media reporters, especially concerning media coverage of demonstrations, crime scenes and major events. Such guidelines should set out the rights of members of the media in situations of potential frictions, outline steps to promote practical co-operation and rules for the police on respecting press cards as forms of media identification91, including a requirement that where journalists and other media actors are not able to produce documentation showing their status, it should be verified by other means. 

			Protection of journalists from police violence

			■Guidelines should be issued and training provided to the military and the police prohibiting harassment, intimidation or physical attacks on journalists.

			■Where the Court has ruled against the state, finding that there has been abuse of force by law enforcement officers, NHRIs should be implicated in devising, assessing and implementing specific action plans aimed at stemming such abuse of force. 

			E. Hostility and undermining the integrity of journalists by public authorities (paragraph 15 of the Guidelines)

			15. State officials and public figures should not undermine or attack the integrity of journalists and other media actors, for example on the basis of their gender or ethnic identity, or by accusing them of disseminating propaganda, and thereby jeopardise their safety. Nor should they require, coerce or pressurise, by way of violence, threats, financial penalties or inducements or other measures, journalists and other media actors to derogate from accepted journalistic standards and professional ethics by engaging in the dissemination of propaganda or disinformation. State officials and public figures should publicly and unequivocally condemn all instances of threats and violence against journalists and other media actors, irrespective of the source of those threats and acts of violence.

			a. Indicators
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							Hostility and undermining the integrity of journalists by public authorities 

						
							
							►The government takes a clear public position regarding the important role of journalists in society and the need to ensure their full protection from violations.

							►State officials and public figures refrain from undermining or attacking the integrity of journalists and other media actors. 

							►State officials and public figures refrain from coercing/inducing/pressuring journalists into abandoning professional standards and disseminating propaganda.

							►State officials publicly condemn all instances of threats and violence against journalists and other media actors. 

						
					

				
			

			b. Reference texts and other relevant sources

			Statistics on psychological violence against journalists

			A vast number of journalists report experiencing psychological violence from public authorities. From all respondents interviewed for the study “Journalists under pressure”, 43% claimed to have been intimidated by political groups. Such intimidation may take various forms, whether it is judicial harassment,92 verbal attacks and threats of reprisals for unfavourable reporting or through other more indirect means. These include coercion or pressure, by way of violence, threats, financial penalties or inducements to derogate from accepted journalistic standards and professional ethics and to engage in the dissemination of propaganda or disinformation. Alerts on the Council of Europe Platform to promote the protection of journalism and safety of journalists provide numerous examples of such instances.

			Self-restraint and condemnation of all attacks on journalists by public authorities 

			The United Nations High Commissioner for Human Rights has stressed that unequivocal political commitment must be expressed by governments to ensure that journalists can carry out their work safely. In this regard, a clear public position should be taken at the highest levels of government regarding the important role of journalists in society and the need to ensure their full protection from violations of their rights.93 

			The OSCE the Representative on Freedom of the Media further highlighted that any threat to and intimidation of journalists (whether originating from state or non-state actors) must be met with a strong public condemnation by political and public figures, in order for the public to recognise that this behaviour is not accepted and will not be tolerated.94 

			The Inter-American Court of Human Rights in its case-law has gone as far as stating that state officials should consider the swift and energetic condemnation of attacks on journalists and media workers as an aspect of their duty to punish those responsible, but also as an aspect of their duty to prevent.95 

			c. Valuable practices and initiatives which provide guidance in this area

			Condemnation of all attacks on journalists and other media actors by the authorities

			■In Belgium, in 2018 the Prime Minister reprimanded his spokesperson who had attempted to intimidate journalists from addressing questions to a visiting dignitary. 

			■In Northern Ireland, in April 2019 representatives of the main political parties, the Prime Minister and the Secretary of State issued public statements deploring the death of journalist Lyra McKee in the context of a suspected terrorist incident. 

			■In Montenegro, the President, the Prime Minister and other representatives publicly condemned the brutal attack on the journalist Olivera Lakic, describing it as an attack on democracy.

			Comprehensive national action plans and campaigns

			■In Sweden, the Government has issued an Action Plan on “Defending free speech – measures to protect journalists, elected representatives and artists from exposure to threats and hatred”. The Action Plan aims to safeguard politically elected representatives, journalists and artists due to the central role they play in democracy and their “exposure to threats and hatred” by: gaining deeper knowledge of the scale of the phenomenon; providing basic support for all those exposed; devising specific measures for, among others, journalists and editorial offices; and ensuring international cooperation for the protection of journalists and artists.

			■In the UK, in November 2018 the Foreign Secretary launched a campaign to deliver international action on media freedom and protection for journalists. The campaign aims to promote: stronger protection of journalists, a reduction in the number of attacks and the easing of state restrictions on freedom of the media and freedom of expression; to mobilise a global spotlight on media freedom and increase the costs to governments and others abusing media freedom; and to host an international conference bringing together government ministers and officials, the diplomatic community, international agencies, civil society organisations, NGO’s, academics and journalists to debate the issues and deliver concerted action. 

			■In the Slovak Republic, the Ministry of Culture has set up a Temporary Working Group for Legal Protection of Journalists in order to strengthen the protection of journalists and to prepare legislative proposals aimed, among others, at addressing the protection of journalistic sources, the protection of journalists from unjustified prosecution for defamation. 

			International cooperation initiatives

			■At the Global Conference for Media Freedom (London, 10-11 July 2019), organised under the UK campaign to deliver international action on media freedom and protection for journalists, the following initiatives were launched:

			►The set-up, with other governments, of a new Global Media Defence Fund, to be administered by UNESCO and to help fund legal advice for journalists and safety training for those operating in conflict zones to take forward the UN Plan of Action on the Safety of Journalists. 

			►The set-up of an international task force to help governments deliver their commitments on media freedom, including by developing national action plans. Every year at the UN General Assembly, progress of the task force will be reviewed.

			►The set-up of an independent high-level panel of legal experts to advise countries on how to strengthen the legal protection of journalists. Its aim is to examine legal and policy initiatives that states can adopt and to issue recommendations. Amongst the possible recommendations/areas of action, the following were referred to:

			–The possible institution of a sanction regime issued by state authorities against states that violate media freedom;

			–Visas for persecuted journalists;

			–International investigation teams to be deployed in serious crimes committed against journalists;

			–promoting best practice and model legislation to protect a vibrant free press and supporting governments to repeal legislation that is outdated or restricts media freedom;

			–proposing legal and other initiatives that can be taken by governments to ensure existing international obligations relating to media freedom are enforced;

			–advising on any new international commitments by governments that would help to prevent and reverse media abuses.

			►The creation of a contact group of likeminded countries that would operate as a rapid response mechanism, helping foreign ministers and ambassadors to react with one voice when abuses of media freedom take place.

			►The signing of the Global Pledge on media freedom pledging to work together as a coalition and a commitment to:

			–speak out and take action together on cases where journalists and media organisations are at risk, through a Media Freedom Coalition. States would commit to speaking out and issuing sanctions for violations of media freedom;

			–shine a light on violations and abuses of media freedom, bringing them to the attention of the global public and working towards accountability;

			–stand together to intervene at the highest level with the governments of countries where media freedom is at risk and to show solidarity/support with countries that work to build media freedom. In this connection, support governments that create national frameworks and action plans to implement the UN Plan of Action on the Safety of Journalists;

			–harness the power of diplomatic networks, through a new Media Freedom Contact Group;

			–meet annually to renew commitments and to address emerging threats and opportunities.

			■In its report on “Protecting human rights defenders in Council of Europe member States”, the PACE expresses openness to take the initiative to (a) foster international cooperation between national parliaments in exchanging information on good practices concerning promotion of the activities of human rights defenders and on abuses against them and (b) establish a network of parliamentarians, who would be supportive of human rights defenders’ work, would condemn any reprisals against them and bring the situation of defenders in other countries to the attention of their own parliaments. 

			d. Suggestions for implementation

			Condemnation of all attacks on journalists and other media actors by public authorities

			■When state officials and public figures undermine or attack the integrity of journalists and other media actors, it is important that such verbal attacks or threats are exposed and mediatised in order to hold them to account. 

			■When state officials and public figures undermine or attack the integrity of journalists and other media actors, the attacks must be condemned by other public figures, including through seeking public apologies to journalists and reviewing any adverse action taken (e.g., not granting accreditation).

			■Parliaments should adopt codes of conduct for MPs requiring, among others, that they:

			►Refrain from undermining or attacking the integrity of journalists and other media actors; 

			►Refrain from coercing/inducing/pressurising journalists into abandoning professional standards and disseminating propaganda;

			►Condemn all instances of threats and violence against journalists and other media actors.

			Comprehensive action plans and campaigns

			■A clear public position should be taken at the highest levels of government regarding the important role of journalists in society, for instance, through adoption of a national action plan to protect journalists and other media actors.

			International cooperation

			■Governments, parliaments and other public authorities should engage in international cooperation with a view to exchange good practices for the protection of media freedom, prevention and reversion of abuses against the media.
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			Analysis of selected areas of the Prosecution pillar of the Guidelines of Recommendation CM/Rec(2016)4 

			A. Requirements for an effective investigation and operational requirements to stem impunity (paragraphs 17-22 and 24-25 of the Guidelines)

			Prosecution

			17. It is imperative that everyone involved in killings of, attacks on and ill-treatment of journalists and other media actors be brought to justice. Investigations into such crimes and the prosecution of those responsible for them must therefore meet a number of general requirements. When those responsible for such crimes are not brought to justice, a culture of impunity can arise, which calls for particular courses of action.

			General requirements

			18. Investigations into killings, attacks and ill-treatment must be effective and therefore respect the essential requirements of adequacy, thoroughness, impartiality and independence, promptness and public scrutiny.

			19. Investigations must be effective in the sense that they are capable of leading to the establishment of the facts as well as the identification and eventually, if appropriate, punishment of those responsible. The authorities must take every reasonable step to collect all the evidence concerning the incident. The conclusions of the investigation must be based on thorough, objective and impartial analysis of all the relevant elements, including the establishment of whether there is a connection between the threats and violence against journalists and other media actors and the exercise of journalistic activities or contributing in similar ways to public debate. State authorities are also obliged to investigate the existence of a possible link between racist attitudes and an act of violence. The relevance of gender-related issues should also be investigated.

			20. For an investigation to be effective, the persons responsible for, and who are carrying out, the investigation must be independent and impartial, in law and in practice. Any person or institution implicated in any way with a case must be excluded from any role in investigating it. Moreover, investigations should be carried out by specialised, designated units of relevant State authorities in which officials have been given adequate training in international human rights norms and safeguards. Investigations must be effective in order to maintain public confidence in the authorities’ maintenance of the rule of law, to prevent any appearance of collusion in or tolerance of unlawful acts and, in those cases involving State agents or bodies, to ensure their accountability for deaths occurring under their responsibility. Investigations should also be subject to public oversight, and in all cases the victim’s next of kin must be involved in the procedure to the extent necessary to safeguard his or her legitimate interests.

			21. Member States have an obligation to take all necessary steps to bring the perpetrators of crimes against journalists and other media actors to justice, whether they are State actors or not. Investigations and prosecutions should consider all of the different – actual and potential – roles in these crimes, such as authors, instigators, perpetrators and accomplices, and the criminal liability that arises from each of those roles.

			22. Member States are obliged to ensure the integrity of court proceedings; they must guarantee the independence and impartiality of the judiciary. They must also ensure the safety of judges, prosecutors, lawyers and witnesses involved in prosecutions for crimes against journalists and other media actors.

			Impunity

			24. When prosecutions for crimes against journalists and other media actors are not initiated or are obstructed in different ways, unacceptable delays to the administration of justice are created and give rise to impunity for those responsible for the crimes. Therefore, when a State agent has been charged with crimes involving ill-treatment, it is of the utmost importance that criminal proceedings and sentencing are not time-barred. In order to maintain public trust in the justice system, measures such as the granting of an amnesty or pardon should not be envisaged or accepted without convincing reasons. The law should provide for additional or aggravated penalties to be applicable to public officials who, by neglect, complicity or design, act in a way that prevents or obstructs the investigation, prosecution or punishment of those responsible for crimes against journalists or other media actors on account of their work or contribution to public debate.

			25. When investigations and prosecutions do not result in bringing to justice the perpetrators of killings of journalists or other media actors, or other serious crimes against them, member States may consider establishing special judicial or non-judicial inquiries into specific cases or independent specialised bodies to conduct such inquiries on an ongoing basis. The latter may have special authority and involve participation or leadership by respected media and/or civil society figures, with the aim of advancing the process of fact-finding, without prejudice to the responsibility of the State prosecuting and investigating authorities to bring the perpetrators to justice.

			a. Indicators

			
				
					
					
				
				
					
							
							Specific risks

						
							
							Measures to avert/remedy risks

						
					

					
							
							Persons involved in killings of, attacks on and ill-treatment of journalists and other media actors are not brought to justice, leading to a culture of impunity.

						
							
							►Investigations are effective (capable of leading to the establishment of the facts, the identification and, if appropriate, punishment of those responsible) and respect the essential requirements of:

							–adequacy;

							–independence; 

							–thoroughness;

							–promptness; 

							–openness to public scrutiny/accessibility to the victims or their families. 

							►Practical/operational requirements to stem impunity are put in place:

							–specialised investigation units with expertise in international human rights are established;

							–independence and impartiality of the judiciary is ensured;

							–the safety of judges, prosecutors, lawyers and witnesses is safeguarded;

							–legislation is reviewed with a view to introduce aggravated penalties, removal of limitation periods for the prosecution of and limiting amnesties and pardons for crimes involving ill-treatment by state agents, crimes against freedom of expression and for obstruction of justice.

							►Where investigations and prosecutions do not result in bringing to justice the perpetrators, special judicial or non-judicial inquiries / inquiries by independent specialised bodies are carried out.

						
					

				
			

			b. Reference texts and other relevant sources

			Statistics on impunity 

			Since the adoption of the UN Plan of Action, impunity rates in journalists’ killings across the world have hovered around 90%,96 the same rate applies to OSCE countries.97 In Council of Europe member States, impunity also remains extremely preoccupying. The recent annual report of the partners to the Platform98 has highlighted that in 2018 26 impunity alerts were published on the Platform, including 17 individual cases of impunity for murders of journalists. In addition, a separate impunity alert on Serbia, published in August 2018, identified 14 more cases of killings, kidnappings and disappearances of Serbian and Albanian journalists between 1988 and 2005 that remain unresolved. The report also highlights the alarming lack of substantial progress in identifying and bringing to justice the instigators or masterminds of recent murders and suspected murders of journalists in the Council of Europe area.99

			The persistence of intimidation, threats and violence against journalists and other media actors, coupled with the failure to bring to justice the perpetrators of such offences have a chilling effect on freedom of expression and on public debate. States must combat impunity to ensure justice for the victims, deter the commission of future human rights violations and, more generally, in order to uphold public trust in the justice system. 

			Obligation to carry out an effective investigation 

			Council of Europe member States have a procedural obligation to carry out an effective investigation where there are allegations of breach of the Convention rights. Such obligation exists, in particular, under Article 2 (right to life), Article 3 (prohibition of torture and inhuman or degrading treatment or punishment) and Article 10 (right to freedom of expression) of the Convention. 

			Under Article 2, the state must guarantee the safety and physical integrity of everyone within its jurisdiction. This entails not only the negative obligation to refrain from the intentional and unlawful taking of life, but also the positive obligation to take appropriate steps to protect the lives of those within its jurisdiction. Under the procedural limb of this positive obligation, state must carry out effective, independent and prompt investigations into alleged unlawful killings, either by state or non-state actors, with a view to prosecuting the perpetrators of such crimes and bringing them to justice. The purpose of such investigation is to secure effective implementation of the domestic laws which protect the right to life and, in the cases involving state agents or bodies, to ensure their accountability for deaths occurring under their responsibility. 

			It is a well-established position of the European Court of Human Rights that failure by the State to ensure an effective investigation into the murder/attack on the physical integrity of a person constitutes in itself a violation of the right to life.100 The Inter-American Court of Human Rights (IACHR) follows the same approach.101 

			The procedural obligation to carry out an effective investigation may arise even where the victim has not died of the attack on his/her life and disappearance cases.102 Where investigation has led to the institution of proceedings in the national courts, this obligation will also extend to the trial stage. In Oneryildiz v. Turkey103, the Court stated that the proceedings as a whole, including the trial stage, must satisfy the requirements of the positive obligation to protect lives through the law. Hence, national courts must treat the case with appropriate seriousness, giving it careful scrutiny and imposing a deterrent sentence where appropriate.104 

			Under Article 3, states have a procedural obligation to carry out an effective investigation into credible claims of ill-treatment and into cases where the authorities have reasonable grounds to suspect that such ill-treatment has occurred. The Court has held that in case of intimidation and violence against the media and its representatives, the state is under a positive obligation to undertake effective investigations and take protective measures also under Article 10.105 

			The Guidelines on eradicating impunity for serious human rights violations issued by the Council of Europe Committee of Ministers set out norms and standards for, among others, effective, timely and independent investigations.106

			Independence of the investigation

			As specified by the Court in Najafli v Azerbaijan,107 the investigation must be independent from those implicated in the events. If there are allegations against the police, there should not be institutional or hierarchical connections between the investigators and the officer against whom a complaint has been filed and there should be practical independence.108 This also means that the investigation should not rely entirely on the evidence produced by police officers allegedly implicated in the death,109 nor should the investigation be led by their colleagues and those employed by the same authority.110 In furtherance of this aim European Committee for the Prevention of torture and inhuman or degrading treatment or punishment (CPT) has strongly encouraged the creation of an independent investigative body, separate from the police, for complaints suggesting criminal or disciplinary culpability of police agents where Articles 2 or 3 of the Convention are engaged .111 

			Adequacy of the investigation

			The investigation must be adequate in the sense that it must be capable of leading to the identification and punishment of those responsible. In addition, as concerns in particular cases involving the police, the military or other public bodies, the investigation must shed light on the cause and circumstances of the death, as to whether any use of force was justified under Article 2.112 This is an obligation of means: authorities must take reasonable steps to secure all the relevant evidence concerning the incident including, among others, eyewitness testimony, forensic evidence and, where appropriate, an autopsy providing a complete and accurate record of injury and an objective analysis of clinical findings, including the cause of death. Any deficiency in the investigation which undermines its ability to establish the cause of death or the person(s) responsible will risk falling short of this standard.113 The investigation may be considered as inadequate where investigators fail to consider the possibility of state officials’ (such as members of the security forces) implication in attacks.114 Furthermore, as specified in Mazepa and others v. Russia,115 in the context of contract killings, an investigation cannot be considered adequate if genuine efforts have not been made to identify the person(s) who had commissioned the killing. 

			Thoroughness of the investigation

			The investigation should be comprehensive in scope and address all of the relevant background circumstances, including any racist, gender-based or other discriminatory motivation, any political motivation and possible link between the violence and the exercise of journalistic activities by the victim.116 It should also be capable of identifying any systematic failures that had led to the violation. This requires taking all reasonable steps to secure evidence, such as identifying and interviewing the alleged victims, suspects and eyewitnesses; examination of the scene of the alleged violation for material evidence and the gathering of forensic and medical evidence by competent specialists. The evidence should be assessed in a thorough, consistent and objective manner.117 As indicated in the 2012 Joint Declaration on crimes against freedom of expression,118 where there is some evidence that the crime at issue may be a crime against freedom of expression, the investigation should be conducted with the presumption that it so, until proven otherwise and relevant lines of inquiry related to the victim’s expressive activities have been exhausted.

			Promptness of the investigation

			Investigations must be prompt in order to secure quality evidence. Any delay in investigating and in trying threats or violent crimes towards journalists and other media actors gives a sign that such crimes are assigned low priority. This in turn leads to a sense of impunity among perpetrators and helps perpetuate the acceptance of such violence. 

			The authorities must act of their own motion, once the matter has come to their attention and should not require the initiative of the next of kin to instigate an investigation. The fact that the victim does not wish to lodge an official complaint, later withdraws such complaint or decides to discontinue the proceedings does not absolve the authorities from their obligation to carry out an effective investigation.119

			Public scrutiny over the investigation /accessibility to the victims or their families

			The Recommendation CM/Rec(2016)4 highlights the importance of involving victims in the investigation process. Article 13 of the Convention imposes, without prejudice to any other remedy available under the domestic system, including the payment of compensation where appropriate, an obligation on states to carry out a thorough and effective investigation in which the complainant has effective access to the investigatory procedure.120 The victim or the next of kin should in practice be able to receive information on the investigation, including having access to the case file, and to present evidence.121 The next of kin of the victim must be involved in the procedure to the extent necessary to safeguard his/her legitimate interests.122

			Public scrutiny is required to ensure accountability and maintain public confidence in the justice system. In this connection, it may be sufficient for the investigation to be carried out in private, provided that the report is made public. In some cases, accountability to the public may require that the investigation be conducted in public.123

			Other practical/operational requirements to stem impunity

			Specialised investigation units with expertise in international human rights and other prosecutorial arrangements tailored to the investigation of crimes committed against the physical/moral integrity of journalists

			The establishment of specific units within the police, as well as in the prosecutor’s office, with specific expertise in human rights and the safety of journalists can improve the effectiveness and impartiality of investigations. Such specialised units should be trained in line with the suggestions made in section II(B)(d) of this Implementation Guide. Conflict of interest rules must nevertheless apply also in relation to these specific units/arrangements. Should a member of that specific unit/police force be implicated in a specific case, it would need to be referred to another police body, including, whether available, an independent investigative body for complaints against the police. 

			An independent and impartial judiciary 

			Article 6 § 1 of the Convention requires a tribunal falling within its scope to be “independent” and “impartial”. The principles applicable when determining whether a tribunal can be considered “independent and impartial” apply equally to professional judges, lay judges and jurors.124 Compliance with the requirement of independence is assessed, in particular, on the basis of statutory criteria.125

			In determining whether a body can be considered to be “independent”, the Court has had regard to the following criteria: (a) the manner of appointment of its members and (b) the duration of their term of office; (c) the existence of guarantees against outside pressures; (d) whether the body presents an appearance of independence.126 Impartiality normally denotes the absence of prejudice or bias and its existence or otherwise can be tested in various ways.127 

			The safety of judges, prosecutors, lawyers and witnesses

			In order to eradicate impunity, the judiciary and prosecutors, as well as lawyers and witnesses must be able to conduct/participate in the investigation free from fear and from political or other pressure. 

			While Article 6 of the Convention does not explicitly require the interests of witnesses to be taken into consideration, their life, liberty or security of person may be at stake, as with interests coming generally within the ambit of Article 8 of the Convention. States should organise their criminal proceedings so that those interests are not unjustifiably impaired. The principles of a fair trial therefore require that in appropriate cases the interests of the defence are balanced against those of witnesses or victims called upon to testify.128

			Introduction of aggravated penalties, removal of limitation periods for the prosecution of and limiting amnesties and pardons for certain categories of crimes 

			In order to effectively tackle impunity, parallel legal reforms may be needed, including introduction of aggravated penalties, removal of limitation periods for the prosecution of and strictly limiting amnesties and pardons for certain categories of crimes. The Guidelines on eradicating impunity for serious human rights violations129 clarify that states should provide a mechanism involving criminal and disciplinary measures in order to sanction behaviour and practice within state authorities which lead to impunity for serious human rights violations. The Recommendation CM/Rec(2016)4 calls for aggravated penalties in relation to public officials who, by neglect, complicity or design act in a way that prevents or obstructs the investigation, prosecution or punishment of those responsible for these crimes. The Joint Declaration on crimes against freedom of expression, goes beyond this and requires that, taking into account their serious nature, crimes against freedom of expression should be recognised in criminal law, either explicitly as a separate category or as an aggravated circumstance leading to heavier penalties.130 The UNESCO Resolution on “Condemnation of Violence Against Journalists”131 calls for removal of any statute of limitations for crimes perpetrated to prevent the exercise of freedom of expression or with the purpose of obstruction of justice. 

			Statistics collection and other measures needed to stem impunity 

			For documenting and assessing the scale and severity of the impunity problem, as well as for informing any strategies and responses to it, concrete quantitative and qualitative disaggregated data on threats, attacks or violence against journalists is essential. 

			In this vein, indicator 16.10.1 of the UN Sustainable Development Goal 16.10 encourages member States to collect data on the number of verified cases of killing, kidnapping, enforced disappearance, arbitrary detention and torture of journalists and associated media personnel (and other categories). The UN Human Rights Council has further recommended establishing or enhancing information-gathering and monitoring mechanisms, such as databases, to permit the collecting, analysis and reporting of concrete quantitative and qualitative disaggregated data on threats, attacks or violence against journalists.132 This data should be disaggregated also on the basis of gender in order to assess the prevalence of gender-specific threats and attacks and, given the prevalence of gender-based attacks against female journalists online, should encompass online abuse. 

			c. Valuable practices and initiatives which provide guidance in this area

			Independent and effective investigation

			■In the Netherlands, in cases involving the lethal use of force by police officers, the independence of the investigation is ensured through the specialised State Criminal Investigation Department, which carries out such investigations instead of local police. The Department must be informed immediately about the use of force and the local public prosecutor has to be informed as soon as possible. At later stages of the investigation and prosecution, if there is a strong connection between the local prosecutor and the police officers under investigation, the Chief public prosecutor may appoint a different public prosecutor. The final decision to prosecute lies with the Chief public prosecutor and not the local public prosecutor.133

			■In the Czech Republic, if a claim against a police officer is brought alleging the commission of a crime, a separate entity (General Inspection of Security Forces) is responsible for its investigation.

			■As concerns independent bodies responsible for investigating criminal complaints filed against law enforcement agents:

			►In the UK, the Independent Office for Police Conduct investigates complaints against police forces, the National Crime Agency, British Transport Police and Ministry of Defense Police. 

			►In Iceland, an independent and impartial executive committee (the Icelandic Police Monitoring Committee) receives complaints on alleged criminal conduct by police officers (as well as complaints to working methods). It investigates, in particular, cases of death or serious bodily harm in relation to police work. If the prosecutor or other government agencies or institutions receive any such complaints, they must forward them to the committee without delay. 

			►In Bulgaria, the Ministry of Interior has an independent body responsible for investigating corruption, abuse of power and other unlawful acts by policemen. 

			■In Ukraine, a Council on the protection of journalistic activity and freedom of speech has been set up, in order to closely monitor the performance of investigations of offenses committed against journalists. Its composition includes law enforcement personnel and representatives of the media community.134 

			■The British Crown Prosecution service has issued “Guidelines on prosecuting cases involving communications sent via social media”. These Guidelines pay particular attention to tackling gendered online abuse, including violence against women via social media.

			Other practical/operational requirements to stem impunity

			Specialised investigation units with expertise in international human rights or other arrangements tailored to the investigation of crimes committed against the physical/moral integrity of journalists

			■In the Netherlands, the Dutch Association of Journalists cooperates with the national Public Prosecution Service (PPS) in connection with journalists’ formal complaints of threats and intimidation. The “Agreement of the Steering Group on aggression and violence against journalists” concluded by the prosecution service, the police and journalist organisations in the Netherlands provides that the public prosecution service and the police will actively develop policies to ensure the prioritisation of the detection of and prosecution for aggression and violence against journalists by the police and the public prosecution service, through issuing guidelines and organising trainings. The agreement also stresses the need to ensure the quality of the investigations and police reports and requires that the public prosecution service applies higher penalties in such cases.

			■In Kosovo, the Police Serious Crimes Unit has been designated as responsible for the investigation of crimes against journalists and coordinators have been appointed at courts - an initiative credited with speeding up the successful prosecution of cases that had been pending for four years.135

			■In Colombia, the Public Prosecutor’s Office has a special sub-unit that conducts investigations into crimes committed against journalists. 

			■In Ukraine, the Criminal code provides for specific offenses that criminalise different types of attacks against journalists and interference with their journalistic activity. The Office of the Prosecutor General and the national police have developed methodological guidance in relation to criminal investigations of such crimes. Furthermore, around 750 police investigators have been trained on effective prosecution of offenses against journalists and some degree of specialised expertise has been developed in every region and district. 

			■In Serbia, the Public Prosecution Office issued in 2015 an instruction giving high priority to criminal offences committed against persons performing work in the area of information and requiring collection of statistics on such cases. It is also in the process of issuing a new mandatory instruction providing guidelines on how to proceed in relation to crimes against journalists, also envisaging high priority for these cases. Serbia has also set up a Standing Working Group on Journalist Safety, which aims to ensure rapid and efficient communication between the Public Prosecutor’s Office, the Ministry of Interior and journalists’ associations when journalists are threatened or attacked. Contact points were established within their administrations to ensure faster reporting and resolution of such cases.

			■In Montenegro, in 2018 the Supreme prosecutor issued a mandatory instruction to all prosecutors to intensify work on cases of violence against journalists and requested monthly reports on achieved results.

			■In Mexico, the Special prosecutor for crimes against freedom of expression has the authority to direct, coordinate and supervise investigations and, where appropriate, the prosecution of crimes committed against journalists.136 It has however convicted perpetrators in very few murder cases of journalists. Journalists and civil society have found that the office is slow to exercise its authority, partly because too much onus is given to first ascertaining whether the crime is connected to the victim’s work as a journalist, rather than proceeding with an investigation and then determining whether this is the case.137

			■In Sweden, the Action Plan on “Defending free speech – measures to protect journalists, elected representatives and artists from exposure to threats and hatred” lists a number of actions aimed at strengthening the investigation/prosecution of crimes committed against journalists, notably:

			►Offences that threaten fundamental rights and freedoms and the free formation of opinion are investigated by the Swedish police authority’s democracy and hate crime units where these exist; 

			►When there is suspicion that crime has been committed with the intent of influencing the free formation of opinion, the Swedish police authority must pay special attention to whether such threats or harassment can lead to refraining by a journalist (or an elected representative or artist) from “operating in the public sphere”;

			►A web-based internal training programme is being developed for all police officers who might deal with human rights offences (including for those who register reports), in order to increase their skills and knowledge; 

			►The Government intends to monitor the Swedish police authority’s work in this area and to require reporting on the measures taken;

			►The Chief Public Prosecutor has submitted to the Government a survey and analysis of how courts assess the penal value of offences against elected representatives. The survey indicates the need for the Swedish police authority and the Swedish prosecution authority to strengthen the procedures for receiving victims and registering reports, in order to speed up investigations and legal proceedings. This work is also likely to have an impact on journalists.

			►The Swedish prosecution authority has been commissioned to report on the measures that have been taken to strengthen the authority’s ability to intervene against threats and violations on the internet. 

			■In Estonia, to deal with cases of threats and harassment on the internet, a specialised court for online harassment has been set-up and specific expertise has been provided to judges and law enforcement officials. 

			Special judicial or non-judicial inquiries/inquiries by independent specialised bodies 

			■In Serbia, the Commission for the Investigation of murders of journalists was founded in 2013 to reopen unsolved cases of journalists killed (cases of Curuvija, Pantic, and Vujasinovic) and to raise awareness on threats and safety issues. The Commission is composed of representatives of the journalistic community, the Ministry of internal affairs and from Serbia’s national security body – the Security Information Agency (BIA). It oversees mixed investigative teams of police inspectors and representatives of security services for every murder case. It also helps track/report attacks on journalists. The Commission helps collect evidence and provides other assistance to the investigation, operating at the investigation stage, but not at the trial stage. Its work has led to criminal charges being brought against four suspects in the 1999 murder of Slavko Curuvija, founder and editor of Serbia’s first private daily newspaper.138

			■In Montenegro, an independent commission has been set up involving government officials from the police and the public prosecutor, as well as representatives of media organisations. It monitors the activities of the competent authorities in the investigation of old and recent threats and violence (including murders) against journalists and their property. 

			■In Ukraine, a multi-stakeholder group comprising representatives of NGOs and LEAs has been set-up by the President’s Administration.

			■In the USA, when the police had failed to fully investigate the murder of a California-based journalist, a group of local journalists and editors joined efforts and carried out their own investigation. They uncovered and made public evidence that the police had not pursued and the killers were convicted as a result.

			Aggravated penalties for public officials who, by neglect, complicity or design, act in a way that prevents or obstructs the investigation, prosecution or punishment of those responsible for the crimes

			■In Ukraine, the penal code criminalises the conduct of judges who knowingly deliver unjust verdict, judgment, ruling or order by judge (or judges), including for the purpose of impeding the lawful professional activity of a journalist. 

			■The Ukrainian, Serbian, Georgian, Swedish, French and Armenian penal codes provide for specific offences in relation to the breach of freedom of expression and/or are devoted to the protection of journalists, providing for higher sanctions that in normal situations: 

			►The Ukrainian penal code criminalises “impeding lawful professional activity of journalists”, “threats or violence against journalist”, “intentional destruction or damage to property of a journalist”, “infringement on the life of a journalist”, “taking journalist hostage”;

			►The Georgian penal code criminalises the “encroachment upon freedom of speech” and “unlawful interference with journalists’ profession”; 

			►The Serbian penal code criminalises “endangering the safety of a media professional or their next of kin”, “violation of freedom of speech and public appearance” and the “prevention of printing and distribution of printed material and broadcasting of programs”. Furthermore, the Serbian penal code includes provisions that treat certain crimes against journalists (such as murder) as aggravated offenses;

			►The Swedish penal code criminalises “illegal coercion or illegal threat with the intent of influencing the shaping of public opinion or of encroaching on freedom of action within a political organisation or a trade or industrial association and thereby endangers freedom of speech, assembly or association”;

			►The French penal code criminalises “interference with the exercise of freedom of expression in a concerted manner and with threats” and “hindrance, in a concerted manner and by means of beatings, violence, assault, destruction or degradation, to the exercise of freedom of expression”.

			►The Armenian penal code also criminalises hindering journalistic work or forcing journalists to disseminate or not to disseminate information. The sanction is increased if the offence is committed by a public official abusing his/her position. If the acts are committed with violence or threats against journalists or their next of kin, it is punished with imprisonment.

			Statistics collection and other measures needed to stem impunity

			■In Germany, crimes committed for political reasons are recorded by the criminal police Reporting service. Since 1 January 2016, politically motivated crimes directed against the media have recorded as a separate category. 

			■In Serbia, pursuant to the instruction issued by the public prosecutor, since 1 January 2016 prosecutorial offices have been keeping statistics of criminal offenses committed against persons who perform work in the public interest in the area of information, as well as in relation to attacks on media web pages. Separate records are kept for each filed criminal charge and include data about the journalist/media actor, the criminal offense, the investigations opened and court decisions rendered.

			■In Ukraine, the Prosecutor General’s Office publishes statistical information on registered criminal offenses committed against journalists and the results of the pre-trial investigations. Verdicts, including in cases of threats, assault and murder of journalists, are published on the website of the Unified State Register of Court Decisions.

			d. Suggestions for implementation

			Independent and effective investigation

			■Systematic internal inquiries into the quality of performance in the investigation of crimes committed against journalists should be undertaken, with the involvement of media representatives/other stakeholders.

			■The setting up of a specialised prosecutor office competent for prosecuting attacks against the physical integrity of journalists and other media actors may be advisable, depending on the severity of the problem. As an alternative, it may be advisable to ensure that prosecution of such crimes is led by the chief prosecutor, rather than a local prosecutor. 

			■The creation of an independent investigative body for criminal or disciplinary complaints against police agents where Articles 2 or 3 of the Convention are engaged, in order to ensure the independence of investigation, should be considered. 

			Other practical/operational requirements to stem impunity

			■The set-up of specialised investigation units with expertise in international human rights, trained on the safety of journalists and other media actors is adviseable (see suggestions for implementation concerning training for LEAs in section II(B)(d) of this Implementation Guide).

			■Specific protocols/methodological guidance should be developed in relation to criminal investigations and prosecution of crimes committed against journalists and other media actors to ensure that investigations and prosecutions into suspected attacks against journalists are conducted effectively, promptly, thoroughly, independently and impartially. These protocols should, among others:

			►Stress the importance of any such investigation/prosecution properly taking into account any evidence of a link with journalists’ professional activities, any link with racist attitudes and gender-specific dimensions;

			►Stress that in the context of contract killings, investigation/prosecution cannot be considered adequate if genuine efforts have not been made to identify the person(s) who had commissioned the killing;

			►Ensure that the authorities act of their own motion, once the matter has come to their attention and that the initiative of the next of kin to instigate an investigation is not required;

			►Ensure that the victim or the next of kin are able to receive information on the investigation/prosecution and present evidence;

			►Ensure that the investigative procedures are gender sensitive so that women journalists are not dissuaded from reporting offline or online attacks against them and are provided with adequate support, including psychosocial support;

			►The right of journalists and other media actors not to reveal their confidential sources of information;

			►Provide guidance on how to investigate threats and other criminal offenses against journalists and other media actors that take place online (including those that are gendered), highlighting that threats and harassment online that amount to criminal offenses must be persecuted and treated like offline offenses and that threats to life and physical integrity, including rape threats, should be prioritised for prosecution. 

			Special judicial or non-judicial inquiries/ inquiries by independent specialised bodies

			■States should explore the possibility of establishing a specialised safety mechanism (e.g., a dedicated commission of inquiry) responsible for addressing impunity issues, either as a stand-alone entity or as a specialised section or programme within an existing body. Such mechanisms can assist law enforcement authorities responsible for investigation and prosecution, together with parliamentarians, journalists and other media actors, in order to ensure thorough and diligent investigation. 

			■States should explore the possibility of entrusting NHRIs with non-judicial investigations into cases of human rights violations to facilitate fact-finding, without prejudice to the state’s prosecuting and investigating authorities mandated to bring the perpetrators to justice.

			Aggravated penalties for public officials who, by neglect, complicity or design, act in a way that prevents or obstructs the investigation, prosecution or punishment of those responsible for the crimes

			■Consider conducting legal reforms to ensure:

			►Removal of limitation periods for the prosecution of violent crimes committed against journalists and other media actors; 

			►That amnesties and pardons for such crimes are provided only in exceptional cases;

			►Introducing aggravated penalties in relation to public officials who, by neglect, complicity or design, act in a way that prevents or obstructs the investigation, prosecution or punishment of those responsible for these crimes; 

			►Taking into account their serious nature, recognising crimes against freedom of expression either as a separate category of crimes or as an aggravated circumstance leading to heavier penalties.

			Statistics collection and other measures needed to stem impunity

			■Reliable disaggregated statistics should be recorded by state authorities on the number of complaints reported, investigations opened, prosecutions and convictions related to threats, attacks against and killings of journalists and other media actors. This data should, among others, be disaggregated according to gender, with a view to documenting the scale and severity of the problem, including the extent of impunity in order to inform strategies for responding to it.

			B. Remedies available to journalists and their next of kin (paragraph 23 of the Guidelines)

			23. Member States must ensure that effective and appropriate remedies are available to victims and, as relevant, to their families, including legal remedies, financial compensation, medical and psychological treatment, relocation and shelter. Remedies should take due account of cultural, ethnic, religious gender-related and other aspects. An ongoing or pending criminal prosecution should not preclude victims from seeking civil remedies.

			a. Indicators

			
				
					
					
				
				
					
							
							Specific risks

						
							
							Measures to avert/remedy risks

						
					

					
							
							Insufficient remedies available for journalists and other media actors and or their families.

						
							
							►Effective and appropriate remedies are available, including:

							–legal redress; 

							–financial compensation; 

							–medical and psychological treatment, relocation and shelter;

							–the victim’s next of kin can be involved in the procedure.

						
					

				
			

			b. Reference texts and other relevant sources

			Where attacks on journalists and other media actors have been committed, states should take steps to mitigate their impact, including by providing services such as free medical aid, psychological support and legal services, as well as assistance in relocating journalists and their families. States may also wish to establish/contribute to funds or other mechanisms that provide support to families of journalists who have been killed, including financial support, education grants and medical139 and psychological treatment. The Joint Declaration on Crimes against Freedom of Expression140 clarifies that if a conviction is handed down for a crime against freedom of expression, an adequate remedy should be provided to the victims, without the need for them to pursue independent legal action, including financial compensation and a range of other measures to rehabilitate the victims.

			c. Valuable Practices and initiatives which provide guidance in this area

			■Under the EU Directive 2012/29 on “Establishing minimum standards on the rights, support and protection of victims of crime”: 

			►member states should consider developing ‘one-stop shops’ that address victims’ multiple needs when involved in criminal proceedings, including the need to receive information, assistance, support, protection and compensation (see the preamble);

			►Article 4 provides that from their first contact with a competent authority, victims should be informed of (a) the type of support they can obtain and from whom, including, access to medical support, any specialist support, including psychological support, and alternative accommodation; (b) the procedures for making complaints with regard to a criminal offence and their role in connection with such procedures; (c) how and under what conditions they can obtain protection, including protection measures; (d) how and under what conditions they can access legal advice, legal aid and any other sort of advice; (e) how and under what conditions they can access compensation;

			►Article 8 provides that victims should have access to confidential victim support services, as well as specialist support services, free of charge before, during and for an appropriate time after criminal proceedings. Family members shall have access to victim support services in accordance with their needs and the degree of harm suffered as a result of the criminal offence committed against the victim. Such access is not dependent on the victim/family member having brought a formal complaint; 

			►Article 9 provides that victim support services shall as a minimum provide: (a) information, advice and support relevant to the rights of victims including on accessing national compensation schemes for criminal injuries, and on their role in criminal proceedings including preparation for attendance at the trial; (b) information about or direct referral to any relevant specialist support services in place; (c) emotional/ psychological support; (d) advice relating to financial and practical issues arising from the crime; (e) advice relating to the risk and prevention of secondary and repeat victimisation, of intimidation and of retaliation. Specialist support services shall provide: (a) shelters or other appropriate interim accommodation for victims in need of a safe place due to an imminent risk of secondary and repeat victimisation, of intimidation and of retaliation; (b) targeted and integrated support for victims with specific needs, such as victims of sexual violence, victims of gender-based violence and victims of violence in close relationships, including trauma support and counselling.

			■In Ukraine, the law on “State support of the mass media and social protection of journalists” guarantees financial assistance by the state to the journalist and to his/her family in the case of injury or death as a result of an attack.

			■In Sweden, if an offender cannot pay damages to the victim/victim´s family and the latter do not have insurance that fully covers the damage or injury sustained, they may be entitled to receive financial compensation from the state, known as criminal injuries compensation. Compensation for the loss of maintenance is payable to family members who, under the law, are entitled to maintenance from the deceased or are dependent on him in some other way for their support if maintenance was being paid at the time of death or if it can be assumed that maintenance would have been paid shortly after.

			d. Suggestions for implementation

			■EU Member States should transpose, if they haven’t already, the EU Directive on “Establishing minimum standards on the rights, support and protection of victims of crime”, which contains standards to protect victims from further victimisation and distress, to receive appropriate support throughout proceedings and have access to justice, and to have appropriate access to compensation. Non-EU states may take inspiration from this Directive.

			■Access to adequate, state-provided aid must be ensured as of the earliest stages of a criminal investigation.

			■Strengthening witness protection in cases relating to attacks on journalists (see Section III (A) of this Implementation Guide).
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			Appendix
 
Self-Assessment tool for member States on selected topics regarding the protection of journalism and safety of journalists and other media actors – under the Protection and Prosecution pillars of the Guidelines of Recommendation CM/Rec(2016)4

			
				
					
					
				
				
					
							
							Question

						
							
							State reply

						
					

				
				
					
							
							POLITICAL COMMITMENT/STRATEGY

						
					

					
							
							Has the Government expressed (e.g. through a declaration or other document/statement) political commitment on the issue of safety of journalists and other media actors, highlighting the important role of journalists in a democratic society?

						
							
					

					
							
							Has the Government developed and adopted a dedicated national action plan/strategy on the safety of journalists, setting a comprehensive and effective programme of activity, with urgency-based priorities and adequate resources for their implementation?

						
							
					

					
							
							PROTECTION

						
					

					
							
							Early-warning, rapid response mechanisms and protection measures to ensure the safety of journalists (paragraphs 8-10 of the Recommendation)

						
					

					
							
							Are there any interim protective measures available to journalists and other media actors in case of threats of violence? If so:

						
							
					

					
							
							►What are the procedures in place to apply for such injunctive and precautionary forms of interim protection?

						
							
					

					
							
							►Are there any fees levied against the applicant?

						
							
					

					
							
							►What is the delay between the issue of the order and when it takes effect?

						
							
					

					
							
							►What legal sanctions (criminal/other) can be imposed in case of breach of these orders?

						
							
					

					
							
							►Can interim protective measures be obtained by the alleged victim regardless of whether s/he chooses to bring legal proceedings?

						
							
					

					
							
							►Are there any practical examples of interim protection orders issued to protect journalists and other media actors?

						
							
					

					
							
							Have hotlines, online platforms or 24-hour emergency contact points been established to ensure that journalists and other media actors have immediate access to protective measures when they are threatened? If so:

						
							
					

					
							
							►Are these run by media organisations, civil society or the State? 

						
							
					

					
							
							►Do they operate round the clock?

						
							
					

					
							
							►If they are run by the State:

						
							
					

					
							
							–Is meaningful civil society oversight ensured? 

						
							
					

					
							
							–Is confidentiality or anonymity of the victim ensured? 

						
							
					

					
							
							►What is the annual number of calls made by journalists and other media actors?

						
							
					

					
							
							Have the authorities designed any coordination mechanism in order to reply swiftly to alerts on the Council of Europe Platform which concern the member State? If so, how does this coordination mechanism function?

						
							
					

					
							
							In cases in which journalists or other media actors’ lives or physical integrity are at real and immediate risk, must law enforcement authorities carry out an individual risk assessment in order to identify specific protection needs of victims? Is this provided by statute? If so:

						
							
					

					
							
							►How does it function?

						
							
					

					
							
							In the case of a real and immediate risk to the life or physical integrity of journalists and other media actors, what type of police protection is provided? Under which provisions? 

						
							
					

					
							
							►Is voluntary evacuation to a safe place provided and, if so, under what provisions and procedure, i.e.: 

						
							
					

					
							
							–which authority issues the decision?

						
							
					

					
							
							–what is the delay between the issue of the order and when it becomes operational?

						
							
					

					
							
							–has voluntary evacuation ever been used for journalists and other media actors?

						
							
					

					
							
							►Do these measures have a gender sensitive perspective (taking into consideration the gender-specific dangers faced by female journalists and other female media actors)?

						
							
					

					
							
							Has any comprehensive national protection mechanism for journalists and other media actors141 been set up in your State? If so, how does it function:

						
							
					

					
							
							►Who are the beneficiaries?

						
							
					

					
							
							►Is an assessment of the lethality of the risk carried out?

						
							
					

					
							
							►What kind of protection measures can it provide?

						
							
					

					
							
							If police protection is provided to journalists and other media actors at risk of violence, is the relevant personnel trained in human rights standards and on gender-specific violence?

						
							
					

					
							
							Training on the protection of journalists (paragraph 12 of the Guidelines)

						
					

					
							
							Have any protocols or training programmes been developed for state authorities, such as judges, prosecutors, law enforcement officials touching on the safety of journalists and other media actors? If so: 

							[Please provide a separate answer for each category: judges, prosecutors, law enforcement officials] 

						
							
					

					
							
							►How many such professionals have been trained per year?

						
							
					

					
							
							►Does such training include awareness-raising on the important role played by journalists and other media actors in a democratic society?

						
							
					

					
							
							►Does the training bring attention to a potential link between violence/threats against journalists and other media actors and journalists’ professional activities, to be taken into account during investigation?

						
							
					

					
							
							►Does it address the role of journalists and other media actors when covering public demonstrations, reporting from conflict zones or during the state of emergency?

						
							
					

					
							
							►Does it highlight that threats and harassment online that amount to criminal offenses must be persecuted and treated like offline offenses? 

						
							
					

					
							
							–In this case, does it explain how to investigate threats and other criminal offenses that take place online? 

						
							
					

					
							
							–Does it stress that threats to life and physical integrity, including rape threats, should be prioritised for prosecution?

						
							
					

					
							
							►Does the training provided to judges focus also on prevention of arbitrary application of restrictive legislation such as defamation, anti-terrorism, national security, public order, hate speech, blasphemy and memory?

						
							
					

					
							
							Discriminatory or arbitrary application of legislation or sanctions to silence journalists and other media actors (paragraph 13 of the Guidelines)

						
					

					
							
							Are there legislative and/or other measures to prevent abuse of law and legal process (i.e. frivolous, vexatious or malicious use of the judicial process) to intimidate and silence journalists and other media actors? 

						
							
					

					
							
							►Are there any rules and standards in place regarding criminal and civil liability in order to prevent libel tourism? 

						
							
					

					
							
							►Is there anti-SLAPP legislation in force?

						
							
					

					
							
							►Are legal aid schemes available to journalists in order to ensure that they have a reasonable opportunity to present their case?

						
							
					

					
							
							Has any review of defamation, anti-terrorism, national security, public order, hate speech, blasphemy and memory laws been carried out to ensure that key terms and concepts are defined with sufficient precision to avoid abuse and that these laws have freedom of expression safeguards? 

						
							
					

					
							
							If review of defamation legislation has been carried out, has it looked at and addressed the following issues: 

						
							
					

					
							
							►Are the sanctions provided under the law are proportionate?

						
							
					

					
							
							►Are prison sentences are provided for as a sanction? And if yes, is their application represent and exceptional measure only where human rights are seriously impaired?

						
							
					

					
							
							►Do defamation laws provide for increased protection for public figures and for heads of State/monarchs?

						
							
					

					
							
							►Does legislation contain freedom of expression safeguards, including truth/public-interest/fair comment defences?

						
							
					

					
							
							►Is a range of civil remedies (such as apologies or correction orders) available as alternatives to damages? Are fast-track or low-cost measures are available?

						
							
					

					
							
							►Are extra-judicial bodies, such as press councils, encouraged to provide a proportionate response to defamation?

						
							
					

					
							
							The role of journalists and other media actors covering demonstrations and other events (paragraph 14 of the Guidelines)

						
					

					
							
							Are there established channels of communication between journalists’ organisations, security forces and prosecutors in order to ensure understanding and good working relations? If so:

						
							
					

					
							
							►How regular is communication via these channels? Are dedicated meetings / exchanges organised ahead of major events such as elections, protests, sports matches?

						
							
					

					
							
							►Have focal points been designated in order to ensure smooth communication between law enforcement, the media and prosecutors?

						
							
					

					
							
							►Are there any guidelines in place for law enforcement officials, setting out the rights of members of the media in situations of potential frictions (such as demonstrations) and providing rules on media identification? and, 

						
							
					

					
							
							–If so, do these guidelines specify that where journalists and other media actors are not able to provide documentation showing their status, law enforcement authorities should endeavour to verify it by other means?

						
							
					

					
							
							Hostility and undermining of journalists by public authorities (paragraph 15 of the Guidelines)

						
					

					
							
							Do State officials publicly condemn all instances of threats and violence against journalists and other media actors, and if so, what examples can be given thereof?

						
							
					

					
							
							PROSECUTION AND IMPUNITY

						
					

					
							
							Requirements for an effective investigation and operational requirements to stem impunity (paragraphs 17-22 and 24 of the Guidelines)

						
					

					
							
							Have any specific arrangements been made, including the setting up of a specialised prosecutor’s office, for the prosecution of attacks against the physical integrity of journalists and other media actors or other crimes against freedom of expression?

						
							
					

					
							
							Are investigations into threats/violence against journalists carried out by specialised, designated units of law enforcement authorities established for this purpose? If so, have they been trained in international human rights norms and safeguards?

						
							
					

					
							
							Have specific protocols / methodological guidance for law enforcement / prosecutors been developed in relation to criminal investigations of crimes committed against journalists to ensure that investigations into such crimes are conducted effectively, promptly, thoroughly, independently and impartially?

						
							
							 

						
					

					
							
							►If so, what does such protocols/methodological guidance prescribe to law enforcement and prosecutors?

						
							
					

					
							
							How does the State ensure the independence and impartiality of investigation authorities, i.e. that any official or institution implicated in any way with the case is excluded from the investigation? 

						
							
					

					
							
							►Are there independent police complaints bodies? 

						
							
					

					
							
							►How do they function? 

						
							
					

					
							
							Does the State collect statistics on the number of: 

							–complaints reported, 

							–investigations opened, 

							–prosecutions,

							–and convictions 

							related to, threats, attacks against and killings of journalists and other media actors? 

						
							
					

					
							
							►If so, is such data disaggregated also on the basis gender? 

						
							
					

					
							
							Are there any examples of successful prosecutions for violence and intimidation of journalists against the full chain of actors, including instigators/masterminds and perpetrators?

						
							
					

					
							
							Are crimes committed by State agents against journalists or other media actors involving ill-treatment time-barred? 

						
							
					

					
							
							Does your legal system provide for aggravated penalties in relation to public officials who, by neglect, complicity or design act in a way that prevents or obstructs the investigation, prosecution or punishment of those responsible for these crimes?

						
							
					

					
							
							Does your legal system recognise crimes against freedom of expression either as a separate category of crimes or as an aggravated circumstance leading to heavier penalties?

						
							
					

					
							
							Does your legal system provide that amnesties and pardons for attacks / killings of journalists and other media actors should be applied only on an exceptional basis?

						
							
					

					
							
							Remedies available to journalists and next of kin (paragraph 23 of the Guidelines)

						
					

					
							
							What are the types of services/remedies/support offered by the State to journalists and other media actors (and, where applicable, their families) who have been victims of violence, before, during and after the criminal proceedings?

						
							
					

					
							
							Has the State introduced measures to support and compensate families of murdered journalists? If so, are these measures ensured in the budget?

						
							
					

					
							
							Inquiries into impunity by independent specialised bodies (paragraph 25 of the Guidelines)

						
					

					
							
							Are there any non-judicial mechanisms such as parliamentary or other public inquiries, ombudspersons and or independent commissions to complement judicial remedies in cases of killings of, attacks on and ill-treatment of journalists and other media actors? If so: 

						
							
					

					
							
							►What type of inquiries do they carry out and what kind of remedies can they issue? 

						
							
					

					
							
							►Do they involve the participation of media and or civil society?

						
							
					

					
							
							►How many such inquiries have been carried out?

						
							
					

				
			

			

			
				
					141.	National protection/safety mechanisms have been set up by a few non-Council of Europe States with a capacity to provide physical protection and with the participation of both law enforcement authorities and members of civil society and the media (e.g., the Colombian and Mexican examples are provided in the Implementation Guide). These mechanisms generally serve journalists working on high risk matters such as corruption and organised crime and cover cases of attacks and attempted attacks, as well as credible threats. The mechanism should ideally, upon receipt of a threats report from journalists, carry out an assessment of the lethality of the risk, the seriousness of the situation in order to devise a security plan and provide when needed protection to journalists and other media actors. It should ensure that victims are provided with information on the different types of support services and legal measures available to them. Following any determination that an individual needs protection, the mechanism should be able to provide material measures of protection and an exit strategy providing when support to journalist should cease should also be envisaged. 
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